
It’s About More Than Computers

An unfortunate perception, prevalent in both the
public and private sectors, is that information security
is about protecting computers.  Many factors affect
information security, and not all of them have to do
with computers and networks.  In fact, the practice of
information security transcends many aspects of an
organization, and is actually one of the most critical
policy and structure decisions in developing and
growing an organization.

The Need for Security and
Assurance Education and Awareness

A growing number of organizations are beginning to
recognize the vital importance of information as the
lifeblood of the organization.  Regrettably, many of
these same organizations fail to recognize the threats
to this information in the digital world.

To ensure the security of your organization’s informa-
tion, you need to provide learning opportunities in
fundamental security concepts and procedures—as
well as in current and emerging security practices and
the theory that serves as a foundation for them.
Individuals from senior management, IT management
and staff, to the end user need to be well versed in
security and assurance.
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P8 -  Information Security Training and Awareness
This video module shows you why many information
security training and awareness programs fail and attributes
of successful information security awareness and training
programs.

The Information Security Management Series  is appropri-
ate for managers and executives.  Available on CD-ROM or
WWW.

P9 - Operating System Security
This train-the-trainer print material is to be used in a face-
to-face course.  Included are student materials and
instructor materials.  The instructor’s notebook includes
presentation materials (PowerPoint slides and instructor’s
notes), lab activities (and solutions), facilitation tips, and
course evaluation forms.  The student workbook includes
the presentation materials, notes pages, and the lab
activities.  This material is appropriate for  IT trainers who
are training IT professionals.

Price: TBA
(Coming in the Fall 2002)

P10 - Network Security
This train-the-trainer print material is to be used in a face-
to-face course.  Included are student materials and
instructor materials.  The instructor’s notebook includes
presentation materials (PowerPoint slides and instructor’s
notes), lab activities (and solutions), facilitation tips, and
course evaluation forms.  The student workbook includes
the presentation materials, notes pages, and a copy of the
lab activities.

Price: TBA
(Coming in the Spring 2003)

P11 - Intrusion Detection
This train-the-trainer print material is to be used in a face-
to-face course.  Included are student materials and
instructor materials.  The instructor’s notebook includes
presentation materials (PowerPoint slides and instructor’s
notes), lab activities (and solutions), facilitation tips, and
course evaluation forms.  The student workbook includes
the presentation materials, notes pages, and a copy of the
lab activities.

Price: TBA
(Coming in the Spring 2003)

P12 - Ethical, Social, and Professional Issues in Computing
These materials include a series of case studies in ethics,
social issues, and professional practice as they relate to
information security breaches.  Included are instructor and
student materials.  The instructor materials include the case
study and facilitation questions, a case overview, case
objectives, and debriefing guidelines.  The student
materials include the case study and facilitation questions.

Price: TBA
(Coming in the Spring 2003)



P1 - Information Security Management Concepts
This CD-ROM provides an overview of the key concepts
and goals of information security and how information
security relates to an organization’s information and
technology assets.  This interactive, self-paced instruction
uses video, audio, text, case studies, practice exercises, and
quizzes to promote and guide learning and understanding.
This material is appropriate for end users, IT professionals,
IT managers, and/or executives.  Available on CD-ROM.

Price: $125

P2 - Information Security Principles: An Overview
This video features authoritative experts in information
security and assurance.  The video and the accompanying
viewing guide provide a concise summary of the current
state of information security, starting with an overview of
goals, concepts, and terms, and ending with procedures that
will help you reduce risks to your organization.  This
material is appropriate for training sessions with end users,
managers, and/or executives.  Available in VHS or CD-
ROM.

Price: $125

P3 - Information Security Prevention, Detection, and
Response
This CD-ROM looks at information security policies,
personnel, and technology issues across the information
security life cycle of prevention, detection, and response.
This interactive, self-paced CD-ROM uses video, audio,
text, case studies, practice exercises, and quizzes to
promote and guide learning and understanding.  This
material is appropriate for  IT professionals, IT managers,
and/or executives.  Available on CD-ROM.

Price: $125
(Coming in the Fall 2002)

P4 - Information Security in the Workplace: What
Every User Should Know
Every year organizations incur substantial losses due to
unscheduled shutdowns of services.  Why? Because
employees do not follow the policies and procedures put in
place to prevent problems.  This instruction raises em-
ployee security awareness, focusing on the roles and
responsibilities of the computer end user.  Broken into five
sections, this interactive, self-paced instruction achieves the
goal of maximizing security awareness while reinforcing
proven end-user methods.  This material is appropriate for
end users in any organization.  Available in print or CD-
ROM.

Price: $125
(Coming in the Fall 2002)

Information Security Management Series
This series is intended for managers and administrators
concerned with intellectual property, corporate assets,
infrastructure, and information assurance.  This series will
provide you with a current look at the information
assurance landscape including threats to your information
assets, vulnerabilities in information systems, and counter-
measures to strengthen information assurance and security
in your organization.  This series consists of four modules:

P5 - Foundations of Information Security
This video module will provide you with an overview of
the foundational principles (confidentiality, availability,
integrity, authenticity, access control, non-repudiation,
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utility,  and control) goals of a sound information assurance
and security program.   In order to understand the policies,
procedures, guidelines, training, and technology that your
organization needs to protect your information assets, you
need to understand these fundamental principles.  This
module provides the background to the other modules in
this series.

Price: $125 per module

P6 - Information Security Risk Analysis
This video module shows you how to use cost-effective risk
analysis techniques to identify and quantify the threats to
your organization, the origin of the threats, necessary
countermeasures to reducing or eliminating the threat, and
associated costs.

Price: $125 per module

P7 - Information Security Policy
This video/case study module shows you how to develop
effective  policy the mitigates your information security
risks.  After completing this module, your organization
should be better prepared to establish information security
policy that protects your information resources and guides
employee behavior.

Price: $125 per module
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The most significant problems with information security and assurance are not the technol-
ogy issues, but the issues of awareness, cost, education, ethics, and use.

– Eugene H. Spafford, Director, CERIAS


