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• Current firewall testing based only on
  known vulnerabilities

• Firewall models lack detailed descriptions

• No prediction about potential vulnerabilities

Motivation
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Model

• Based on a data flow model

• Details firewall functionality

• Flexible to model different implementations

• Provides basis for analysis and prediction
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• Analysis of known vulnerabilities

• Categorization into software vulnerabilities:
  Ivan Krsul’s Ph.D. thesis

• Mapping to data flow model

Vulnerability Classification
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Vulnerability Categories

• memavail: Assumes that enough memory is available

• netdata:  Assumes that network data is valid and bounded

• reassembly: Assumes that reassembly does not change data

• insufverif: Assumes that a set of verifications is sufficient

• trustnetobj: Assumes that network data can be trusted

• criticalsect: Assumes protection of critical section is sufficient
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Future Work

• continue vulnerability classification

• predict vulnerabilities based on analysis

• test predicted vulnerabilities

• improve firewall model for possible attacks
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