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Defini*on	
  
l  An	
  SQL	
  injec*on	
  is	
  a	
  computer	
  aDack	
  in	
  which	
  malicious	
  code	
  is	
  embedded	
  
in	
  a	
  poorly-­‐designed	
  applica*on	
  and	
  then	
  passed	
  to	
  the	
  backend	
  database.	
  
The	
  malicious	
  data	
  then	
  produces	
  database	
  query	
  results	
  or	
  ac*ons	
  that	
  
should	
  never	
  have	
  been	
  executed.	
  

	
  



How	
  real	
  is	
  the	
  threat?	
  
l  Injec*on	
  flaws	
  have	
  consistently	
  been	
  in	
  the	
  OWASP	
  top	
  10	
  list.	
  

l  2004:	
  A6	
  Injec*on	
  Flaws	
  
l  2007:	
  A2	
  Injec*on	
  Flaws	
  
l  2010:	
  A1	
  Injec*on	
  
l  2013:	
  A1	
  Injec*on	
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  Injec*on	
  -­‐	
  Login	
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SQL	
  Injec*on	
  -­‐	
  Dumps	
  Users	
  Table	
  



Mi*ga*on	
  Techniques*	
  
Primary	
  Defenses:	
  

l  Use	
  of	
  Prepared	
  Statements	
  (Parameterized	
  Queries)	
  

l  Use	
  of	
  Stored	
  Procedures	
  

l  Escaping	
  all	
  User	
  Supplied	
  Input	
  

Addi0onal	
  Defenses:	
  

l  Least	
  Privilege	
  

l  White	
  List	
  Input	
  Valida*on	
  

Note*:	
  	
  Mi*ga*on	
  techniques	
  recommended	
  by	
  OWASP	
  



Login	
  with	
  Sani*za*on	
  &Binding	
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