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be easily assessed and the audience
can make otherwise unknown
connections between vulnerabilities
and impacts. This type of analysis
also allows for customization based
on newly reported attacks, the
sensitivity of stored data, and the
specific use case of the cloud system.
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| reported SaaS vulnerabilities and
Impacts

{ 2. Categorize vulnerabilities using
FedRAMP guidelines

| 3. Map and assign scores to
vulnerabilities and impacts

4. Develop algorithm to calculate
total impact score
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: Algorithm and Findings

Total Impact Score = (Sum of all normalized
OWASP Impact Scores * Vulnerability CVSS
Score) + Child Vulnerability Total Impact Score(s)

Future Work
e Extend vulnerability relationship
map and score every known
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