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Document Protection & Forensic Analysis

* |nvestigate methods that will allow one to determine if a given document was printed on a particular digital printer, model, manufacturer

» Use our experience in characterizing and improving print quality of ink-jet and electrophotography (laser printing) to develop techniques
to authenticate a printer and a document

Protect & Prevent /Goals \

» Copying — scan and print e Develop methods to embed security features in printed documents by exploiting
. Forgery - Alterations — additions and deletions how the printer actually places marks on the paper to form the printed
document

* Fingerprint and Trace
» Authentication — is this a proper document?

Diode Laser

e Can be very robust and/or can be very fragile and tamperproof
e Use Intrinsic signature of printer to identify as much information as possible
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Characters  per Gharacter ADbility to synchronize with individual text lines and embed different
signals on a per line basis

Embedded signature does not affect perceived image/text quality,
but is still detectable from the scanned document
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Graylevel co-occurrence texture features estimated from printed
regions within individual text characters

System works across various font types and sizes, paper types,
and consumable age when trained with same font and paper type
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