
  

     IS DATA MINING DANGEROUS?

21021Age = Any, Native-Country = Any, Race = Any, Income = Low, Capital-Gain = 0, Capital-Loss = 0
19623Age = Any, Native-Country = Any, Race = Any, WorkClass = Private, Capital-Gain = 0, Capital-Loss = 0
19290Age = Any, Native-Country = Any, Race = Any, Sex = Male, Capital-Loss = 0
18403Age = Any, Native-Country = Any, Race = Any, Sex = Male, Capital-Gain = 0
18577Age = Any, Native-Country = Any, Race = Any, Hours-per-Week = 2

SupportPattern

Data mining
Data Mining (DM) is the process of extracting useful 
information (e.g., rules) from large amount of data.

Data anonymity
Data are considered anonymous if you cannot link them to 
people. ID and quasi-ID (subset of public available 
attributes that can be used as ID)  need to be masked or 
removed. 

Can data mining results violate anonymity of 
individuals?
Surprisingly yes, they can!
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Mining results from anonymized database can be useless…

…while pattern anonymization preserves information!

Age = 27, Postcode = 45254, Christian ⇒ American
(support = 758, confidence = 99.8%)

Age = 27, Postcode = 45254 ⇒ American
(support = 1053, confidence = 99.9%)

Since sup(rule) / conf(rule) = sup(head)  we can derive:

   Age = 27, Postcode = 45254, not American ⇒ Christian
(support = 1, confidence = 100.0%)

This information refers to my German neighbor, he is Christian! 
(and this information was clearly not intended to be released as it 
links public information regarding few people to sensitive data!)

How to get anonymity-preserving DM results?
Two alternatives:

 1. Anonymize the DB, 
        then do mining

 2. Do usual mining, 
       then block 
       anonymity threats

… and the second path preserves more information

How to find all anonymity breaches in DM results?
We developed naïve and optimized inference channel
detectors that exploit theoretical results on closed sets.
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Threads Found

190091900919009Native-Country = United-States, Capital-Loss = 0, Capital-Gain = 0, Income = Low
299673021232162Number of tuples in the database (Adult DB)

195731962319623Capital-Loss = 0, WorkClass = Private, Capital-Gain = 0
184461855718557Hours-per-Week = 2
184931855818558Native-Country = United-States, WorkClass = Private, Capital-Gain = 0
208362083620836Race = White, Native-Country = United-States, Capital-Loss = 0, Capital-Gain = 0
185121857218572Native-Country = United-States, Sex = Male
182731827318273Race = White, Capital-Loss = 0, WorkClass = Private
182631840318403Sex = Male, Capital-Gain = 0
184891848918489Race = White, Capital-Loss = 0, Income = Low
182491827518275Race = White, Capital-Gain = 0, Income = Low
192901929019290Capital-Loss = 0, Sex = Male
192371923719237Native-Country = United-States, Capital-Loss = 0, WorkClass = Private

SUPADDSupportPattern

Enforcing Pattern Anonymity
ADD and SUP algorithms can be used to 
block anonymity threats, by merging 
inference channels and then modifying 
the original support of patterns.

ADD increments the support of infrequent 
patterns, while SUP suppresses the 
information about infrequent data.

Both are shown to preserve information 
while removing anonymity threats.

                       1. Atzori et al., K-Anonymous Patterns, PKDD05
                       2. Atzori et al., Blocking Anonymity Threats
                            Raised by Frequent Itemset Mining, ICDM05
Pisa KDD Laboratory  -  http://www-kdd.isti.cnr.it/
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