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A lot of research is done on simulators such as ns-2 and SSFNet. Simulators, however, cannot execute real applications, and only
approximate various appliances. Emulation provides a way to use real appliances and applications, but is constrained by the number of
nodes, types of appliances, and difficulty in configuration. Therefore, it Is Iimperative to accurately compare the two, so that the strengths

of both approaches can be harnessed.

-~

\_

It Is crucial to understand the impact of attacks and the effectiveness of defense mechanisms on real
networks. Results obtained on an emulation testbed can be used to develop simulation models.
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Model/Simulation Comparisons with Different RTT
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Simple topology for simulating and
emulating a TCP-targeted low-rate
attack. The attacker sends short
pulses at a fixed frequency to exploit
the TCP congestion control
mechanism.
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Impact of Click and Driver Queue Size
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4 Model Overview
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