
Law enforcement people have to
deal with a huge amount of
criminal conduits and apparently
unrelated evidence data
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ProblemProblem : :

Which kind of
evidence do I

need to prove the
guiltiness?

GoalsGoals::

Produce reusable knowledge
about investigations

Organize evidence support

Support less skilled
detectives during evidence
collection

The prosecution aims at proving the accusatory
“theorem” on the basis of evidence collected

A criminal offence implies a
number of conditions  (that
sometimes can be furtherly
analyzed) to be verified in
order to establish guiltiness

For each condition the experience
suggests typical tests

Evidence support
provided by performed
tests can evaluated to
asses global
soundness and
completeness of the
inquiry

X was controlling network traffic:
• Check if IP spoofing was possible
• Check if spoofing was possible at
application level (proxy)
• Check if trojans were present on the
device

X is guilty of “content related
offence”

X was conscious about
the content

X was controlling the
network traffic

X hided the contentX filled the contentX deleted the content

X held the contentX was connected to
the Internet

ApproachApproach:: 3

InvestigationInvestigation  methodologymethodology
getsgets  recordedrecorded
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