Database Support for
Audit Trails &
Intrusion Detection




Why use DB support ?

@ Flexibility and extensibility
@ Efficiency
@ Scalability
@ Maintainability

@ Ease of use and convenience




Attack and Audit Log Files
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Query for
Attack #1

Pattern of Attack #1 detected: User C, Date, Time
Pattern of Attack #2 detected: User C, Date, Time
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Database Schema 1. Tahle per event

Event tahles




Datahase Schema 2. Tabie per token

Token-field
tables




 Remove redundancy and improve efficiency
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Token-field tables







Tools used AE . j

1. Oracle 8. Relational Database Management System

2. BSM. Basic Security Module, Sun Microsystems

3. ANTLR 2.0.7. Language generator
- BSM grammar (GChapman Flack, GERIAS ) BSM
4.]Java1.2.2 SCANNGE
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