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Enterprise Risk Hierarchy




FrameCyber® simplifies cybersecurity risk management
S0 you can focus on your cybersecurity risk profile!

HOW STANDARDS PROUIFERATE:
(468 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)
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FrameCyber® is not a new standard, it is a framework of
Information and Logic for Cybersecurity Decision Support

https://www.framecyber.com
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Most figures sourced from: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024
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Cybersecurity
Threats

“If you know the enemy and know yourself,
you need not fear the result of a hundred battles.

If you know yourself but not the enemy,
for every victory gained you will also suffer a defeat.

If you know neither the enemy nor yourself,
you will succumb 1n every battle.”

— Sun Tzu, The Art of War




Threat Intelligence

select

analyze Targets

embolden

Enterprises

Governments

Adversaries

Individuals

expose

Vulnerabilities

enable

Assets

.w

Reputation

Adversary
Objectives

(oney)  Data

y




Threat Intelligence -> Threat Catalog Entry

ID: APT-IS Type: Nation-state ~ | Role: | Infrastructure-operator = | Level Innovator -

Name: | |ndrik Spider Geolocation: | Ryssia

Description:

Allases: | Gold Drake, Evil Corp, Manatee Tempe

Indrik Spider has maintained criminal operations since at least 2014 when it is known to have used phishing techniques to persuade users to download compressed macros that, when
activated, retrieved, and installed malware which infiltrated browsers and collected bank loain credentials. In 2017. Indrik Spider began to operate ransomware. They exploit a wide variety
f Windows vulnerabilities and target the financial industry avoiding detection via multi-stage persistence and installation processes in combination with code-obfuscation.

Tactics: Skills:

mong other phishing lures, Indrik Spider delivers fake browser updates to deliver malicious |~ [The organization is staffed with phishing, programming, and vulnerability exploitation

xecutables that, when activated, phone home with results. Once a foothold is established, it expertise, as well ransomware programming and packaging in PowerShell and JavaScript. It
scans and traverses the network in search of an application data folder as a user with has demonstrated competence in Windows operating system manipulation, and is also skilled
sufficient permissions to encrypt accessible file shares, deploying ransomware via in the used of BitPaymer, Cobalt Strike, Dried, Empire, Mimikatz, PsExec, WastedLocker and
PowerShell GPO. It sends a ransom note directing victims to TOR. In the process, it may wmic. The activities of this threat actor are not limited by technological expertise.

vfiltrata infarmatinn that ~an ha diracths avnlanitad far financial nain i
Goals: Resources:
Financial gain via credential hijacking or extortion from victims. ~  [Nationstate budget for this threat operation appears unlimited and its activities constantly add

to its resources.
v
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For each Threat Actor known to Threat Intelligence:

IF YES:

IF YES:

IF YES:

EITHER WAY:

[ Threat Actor J @ Enterprise
[ Objectives ] < MATCH? >

[ Capabilities ] < COVER? >

[ Resources ] < EXCEED? Defense

[ Targets } <OMPETITO > Threa Cata'ogﬂ
Entry

e
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An ATT&CK Threat Vector Matrix

Initial Access = Execution = Persistence - Escalation - Evasion = Access = Discovery = Movement - Data = Commands = Exfiltration

al A Discove eral Mo e ollectio ommand and Contro atio p

A ; Pe . Privilege Escalatio D o o ede ] a
Scheduled Task/Job Modify Authentication Process System Service Discovery Remote Services Data from Local System Data Obfuscation Exfiltration Over Other Data Destruction
Replication Through Network Sniffin, | Software Deployment Data from Removable Fallback Channels Network Medium
Removable Media Hijack Execution Flow Application Window Tools Media Scheduled Transfer Service Sto,
Trusted Relationship Software Deployment Boot or Logon Initialization Scripts Direct Volume Access Input Capture Discovery Replication Through Input Capture Proxy Data Transfer Size Limits | Inhibit System Recovel
p i Tools Create or Modify Sy Process Rootkit Brute Force System Network R ble Media Data Staged C ication Through Defacement
Hardware Additions ‘Shared Modules ered Execution Obfuscated Files or Two-Factor Authentication| Configuration Discovel Internal Spearphishing Screen Capture R ble Media
LExploit Public-Facing User Execution Autostart Execu Information Interception Use Alternate Email Collection Web Service Exfiltration Over Resource Hijacking
ication Exploitation for Client pul Process Injection Exploitation for Credential Authentication Material Clipboard Data Multi-Stage Channls yslcal Medium Network Denial of Service
hishing Execution External R Services Access Token Manipulati Access System Network Lateral Tool Transfi A d Collection Ingr nsfer r Endpoint Denial of Service
tem Services Office Application Startup Group Policy Modification Connections Discovery Taint Shared Content Audio Capture Da » e System Shutdown/Reboot
__Drive-by Compromise | Con d and Scripting Create Account Abuse Elevation Control Mechanism Permission Groups Exploitation of Remote Video Capture Traffic Signaling Automated Exfiltration | Account Access R |
n r Browser Extensions Exﬂo(taﬂon for Privilege | Indicator Removal on Host| Credentials from Discovery Services Man in the Browser Remote Access Software Exfiltration Over ___ Disk Wip
Native AP| Traffic Signaling Escalation Modify Registry Password Stores File and Directory Remote Service Session Data from | Dynamic Resolution Alternative Protocol
Inter-Process BITS Jobs Trusted Developer Utilities| Steal or Forge Kerberos Discovery Hijacking Information Repositories Non-Standard Port Transfer Data to
Communication Server Softwa Proxy Execution Tickets Peripheral Device Protocol Tunneling Cloud Account
A Traffic Signaling Forced Auth Di: y Archive Collected Data Encrypted Channel
-OS Boot Signed Script Proxy Steal Application Access | Network Share Discovery Data from
Lompromise Client Execution Token Password Policy Discovery Network Shared Drive
Software Binary Rogue Domain Controller m Browser Bookmark Data from
Implant Container Image Indirect Command Discovery Cloud Storage Object
Execution Virtualization/Sandbox
BITS Jobs Evasion
XSL Script Processing Cloud Service Dashboard
Template Injection Software Discovery
File and Directory | Query Registry |
Permissions Modification Remote System Discovery |
Virtualization/Sandbox Network Service Scanning
Evasion Process Discovery
Unused/Unsupported System Information
Cloud Regions Discovery
Use Alternate Account Discovery
Authentication Material System Time Discovery
Impair Defenses Domain Trust Discove
Hide Artact [ Cloud Service Discovery |
Masquerading
Deobfuscate/Decode Files
or Information
Signed Binary Proxy
Execution =
Explaitation for i1 ; | T | ‘
Defe Evasion : : : 2
ion rdrai H H
ecution Suardials Le gend Some Confidence of Detection

Low Confidence of Detection

Subvert Trust Controls

Source: attack.mitre.org/matrices/enterprise/



Common Attack Vectors

select ALL from table

I I Set request data field
SQ L I nJ eCtlon to DBMS command: T Protected
select ALL from
table @ —
a0 / Enterprise
0000000 i -
=== Firewall ‘“ /9% Application Server

Public Web _ -

Firewall  Servers --

return data
@ field to

threat actor

\ Internal remote
9\ user
impersonation

.via malware on
authorized user

Threat actor
command:
https://www.acme.com
/innocuousurl
?field="select ALL

from table’
Internal

‘ home
@
AData @ e... @ === & computer
{1 F ‘\DaEtaf'It ti Servers _ ___-----~ / P
/B Ex tration _ _ - == 7
_- - -
«—--"-""-" - -
Hacker A\ w - o - - e e e e e e e e e e e e — = T

Threat actor uses email phishing attack to plant command and
control malware on user home desktop

Website returns ™,

@ Send Website \\\} Web Server executes N:.  DBMS retumns ™. @’ .
malicious URL /.-~ DBMS command in URL -~ @ requested data .~ =/~ requested data .-

__________________________________________________ #

————————————————— -
[

A\.Send malicious ‘{*x\ Staff unwittingly s Piggyback on A Impersonate user on a \HApplicatiﬂn
311 URL to staff .fﬁl *» downloads and executes f.fgl authorized user 341 internal website and :{5\1 .~ returns
- - CET N/ °7 send malicious URL == data -

home g malware from URL .- onnection to VP

5.
-
L &
~

Ry o1Y

T

Retrieve data
from user
home desktop




Hypothetical
Events

P
g

Internet . )

e = PHISHING

RTTTT T T T s s s EE s E e E s “ ~ \
Hacker sends >~ Staff unwittingly . . Desktop vulnerabilitys,
@ malicious URL >> clicks URL and 2 ® ,» automatically runs >
- & &
to staff ,-~ downloads malware ,- ,+° malware -
e e e e e e e e e e e e e e o # D e e e e e e e e e e e e e e oo &
pmmmmEEEEEmEm—_—— . . £ rTTTTTEEEEEEEEEEEEE %
N > \\ » \\ \\
. Malware N Hacker queue \ Malware . », Commands copy *\
@’;cnnnects to /,® commands to _-executes hac:ke:r;*@ . all files from user L
" hacker server, malware o commands 77 shares fo desktop,
_________________________ ‘-\__-________-___-‘\\
R S v, Malware S
Hacker queues . Commands package and N Hacker queues ~ removes itself & 3
post commands @ ,» post files from desktop K @ self-destruct to " file package o
to malware ~/7 to hacker server 7 malware L ____Z__. .




Hypothetical
Events

Independent Business
Facilitator Process
Owner  Operational
o Risk Analyst
' e~ Cybersecurity
O S A RiskAnalyst
Agplicatirct)n N oy Q
uppo ~J| Y
Software | M
Application | 3l :
Architect Network and
System
Administrators

Hacker sends
malicious URL
to staff

< .
. Malware .
N
@ sconnects to s» @
.+ hacker server,-
. Y

Hacker queues
post commands
to malware

>» clicks URL and

Hacker queue
'commands to
malware

R Commands package and ™.

@ 1‘« post files from desktop , @

~»”  to hacker server e

Also known as Cybersecurity Scenario Analysis.

. Post- .
Detect Analyze Contain Recover Remediate
y mortem
Outages Minutes Hour Min Avg Payment Fee #Waived Goodwill Loss
FileShare1 - Storage Only 21 021
Payment Processing 22 022 $34.00 684 $23,256.00
General Ledger 823 13 43
Payment Processing Full Recovery 184 34
Lost Payments Recovered 446 7 26
Technology Staff Expense Rate #staff ITExpense
Overtime Level 1 419 6 59 $50 2 $698.33
Overtime Level 2 42 0 42 s$100 3 $210.00
Technology OvertimeLevel 3 420 70 $200 2 $2,800.00
Infrastructure Forensics Team 35 035 5600 $350.00
internal  Architect $4,058.33
Audit Total Loss: $27,314.33
-
""""""" . ‘:""-"""“"""'\‘
3. Staff unwittingly s, . Desktop vulnerabilitys,
@ R @ *» automatically runs o
,+* downloads malware ,-* ,+* malware L
\\\ Malware “\ \\‘ Commands copy \\‘
@ - executes hacker}@ L all files from user .
.~ commands -° ,~" shares to desktop,”
e ’ e —— .
"""""""" ‘ ‘\\ Malware ™,

Hacker queues

> removes itself & »
self-destruct to

.
S .
"~ file package .
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Tone at the Top

CYBERSECURITY IS A MAJOR CONCERN.

THE ENTERPRISE HAS NO TOLERANCE FOR KNOWN VULNERABILITIES

IN ITS SYSTEMS, NO TOLERANCE FOR DATA BREACHES,
AND LOW TOLERANCE FOR UNKNOWN VULNERABILITIES.

CEO/President Risk
Appetite
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Tone at the Top

CYBERSECURITY IS A MAJOR CONCERN.

THE ENTERPRISE HAS NO TOLERANCE FOR KNOWN VULNERABILITIES

IN ITS SYSTEMS, NO TOLERANCE FOR DATA BREACHES,
AND LOW TOLERANCE FOR UNKNOWN VULNERABILITIES.

CEO/President Risk
Appetite

CISO
/ Policy \

Section B: Authorized Use

B.1: Business Purpose

All information technology at Firm shall be associated with an "Application." The application is the
business purpose of the technology that i recorded in Application Inventory.

B.2: Least Privilege

Where individuals require access to an organization’s facilities, operational processes, technology systems,
and information (“resources™) in order to ensure the success of the enterprise mission, this access shall be:
(i) limited to least privilege with respect to the individual’s function; and

(ii) provisioned only alter receipt of a successful background check approved by Legal that may be
customized for that function.

B.2.1: User Classification

Responsibility for determining the minimum possible access requirements for an individual's function is
allpcated based on user classification. Individuals who do not have a business relationship with the
enterprise that falls into a defined user classes shall have no authorized access and all individuals who are
granted systems access shall endeavor to ensure that such unclassified individuals are unable to access
enterprise resources that are not declared by Legal to be publicly accessible (e.g. advertising and corporate
investor websites).

B.2.2: Departmental Responsibility

26



Tone at the Top

CYBERSECURITY IS A MAJOR CONCERN.

THE ENTERPRISE HAS NO TOLERANCE FOR KNOWN VULNERABILITIES

IN ITS SYSTEMS, NO TOLERANCE FOR DATA BREACHES,
AND LOW TOLERANCE FOR UNKNOWN VULNERABILITIES.

CEO/President

Risk
Appetite

CISO _
Policy

Cybersecurity Business Alignment Process

Human Automated Automated Access
Resources Notification is New Notification i Admi
Enters Sert to New Manager Sent lo Dispatcher
Transfer for Manager Input / Access Reads
Employee L Approval in Matification
|
¥
Access
Access Admin Admin
Dispatcher Records IAM System Associate
Researches and changes Accumulates Selects
Records Transfer required? Action items for Oldest
Access Change Details Access Admin Notification
in 1AM System on Queue

'

[ Automated
Notification is

Sent to New End
Access Admin Associat Manager and Process

e
make changes in (typically Employee

muttiple) systems
Marks request complete




Tone at the Top

CYBERSECURITY IS A MAJOR CONCERN.

THE ENTERPRISE HAS NO TOLERANCE FOR KNOWN VULNERABILITIES

IN ITS SYSTEMS, NO TOLERANCE FOR DATA BREACHES,
AND LOW TOLERANCE FOR UNKNOWN VULNERABILITIES.

CEO/President

Risk
Appetite These documents
build on each

other.

CISO _
Policy

Awareness and
directives at
higher levels

drive

Cybersecurity Business Alignment Process

Security Architecture Standards

Directives for technical configurations awareness and
corresponding
Staff with Cyber Procedures g
Responsibilities Step-by-Step “How-to” instructions activities at
PONSIvIIt lower levels.
Guidelines
All Staff : : : :
: Advice for complying with policy \ v

*Must also be consistent with legal obligations and contractual requirements!

< OB D —~rumn—n B O )
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Enterprise Security Standards

Cybersecurity

- Example Zero Trust Architecture

codify

Standards

include

incorporate

Regulation
and Legal
Obligation

HJ PAA )

State SOX
Privacy

Contracts ¥ P?'.PSS

7 etc. etc.
etc.

Tenet: main

of a philosophy:
Assume your network

is compromised. guide meet
enlists
Constrain
Management
Recommend
build
and
System maintain
e = i Security
Industry Best Architecture
Practices

dictate

principle

Methodology

Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024, ISBN: 9781394213955

| Enterprise |

Technologists |

controls

Method

Technology
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Example Enterprise
Zero Trust Architecture
Method

Continuous Detection
& Mitigation
Signature & Anomaly-
Based IPS, User & Entity
Behavioral Analysis (UEBA)
High Availability Failover

Industry Compliance
Assessments
Issue Tracking List
Risk Register

Threat Intelligence

ISAC IPs to Block
Threat Intelligence

vendors, CISA Alerts

Activity Logs
files, operating

systems, and
application logs,
network traffic, and
data flow

Key:
NIST 800-207 Component
Map to Technology

Public
Networks

Cloud
Gateways

Remote
Staff

Partners

Control Plane

Network controls including SASE,
CASB, Routing Tables, Firewalls,

/ Policy Decision Point \

Policy Engine
Rules-Based SSO with
S custom rules sets )
( - - - \
Policy Administrator
SS0 Gateway
L J

T

Outbound
Secure Web
Gateway

Policy Enforcement Point 1
Varies with Network Environment

and Target Resource

)

.

System
Password Vault with

VPNs and Microsegments
Endpoint
P System
Multifactor
Y Authentication
Endpoint |
Detection
&
Response
Subject System
API
API Gateway
Subject
Admin

Logs and Screen
Recording

Data Access Policy

Entitlement rule per resource,
e.g.: Endpoint check for EDR
AD Security Group for Auth
Application map to network for
Microsegment auth

Enterprise 4— Network Monitor Encryption
Check

Resources =

Potentially sourced

from Central Asset

Inventory PKI
| Active Directory Let’s
Encrypt,
Data, Certificate Services
Applications,
Servers, ID Management
VDls,

Microsegments ¢— HumanResources
S3aS ’ Active Directory
Cloud SSO Service

Infrastructure,
Unstructured «— SIEM System
Data, etc Alert generation for known

Data PlanJ

malicious activity and
known unauthorized
activity, e.g. unencrypted
network traffic
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Example Procedure

The Security Operations Center Analyst:
1. Select the highest priority alert in the queue
2. Ascertain context:
2.a. app or data m alert, search application
registry for app/data owner
2.b. device or IP in alert, search asset

1cmtiem A waeer

Petvineg cm cheewicom 0 |

mventory for device and/or network owner [ | B

3. If the priority is “critical”, convene call with
supervisor and app/data/device/net owners
4. Use data n alert to distinguish between
anomaly and mtrusion:
3.a.if mtrusion or cannot tell, make a note
in the log asking supervisor for instruction
3.b. anomaly, place alert on list for end-of-
shift call with app/data/device/net owners

Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024, ISBN: 9781394213955



Control Hierarchy

Risk
Appetite

Policy

Process

Standard

Procedure

. Personally identifiable information is encrypted using

AES with 256 bit keys.

. Personally identifiable information shall stay within the

borders of the country.

. The first step in responding to a request for permission

for file access iIs to document the request in the
Incident management system.

The second step Is to look up the user in the |AM
system.

. Personally identifiable information is collected by

customer service, encrypted by application
development, and disseminated by compliance
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The Chief Information Security Officer (CISO) Equation

Threats I= Exploits
Vulnerabilities 1= Exploits Exploits — Damace
Vulnerabilities ]
+ = Exploits Exploits
Threats - = Damage
Vulnerabilities Service/Data/Financial Loss
+ allow  Exploits
Threats Exploits
Vulnerabilities o . Service/Data /Financial Loss minimize Damage
Thr+ minitnize  Exploits N
_Eﬂtg Detection and Respond Process
PI’E"'i,"EﬂT PI'I::]['_"ESS Cybersecurity Incident
Damage + Remediation = Recovery

Successful
Cyberattack

Realized
Cyber Risk

Cyber
Loss
Event
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Assessments Risk and Control Map to Center for Internet

o Self Assessment Security Standard
ObJECtWE . business driven technology ::Iri'n..'ntanI
Architecture  s.ope F——, Mapto
Review P technology process ISO 27001
Standard

Constraint ——eem———ms s e—]
resources reviewer sphere of influence

Attestation Approach +———m-o--uuuuuuuuuueu— Penetration
interviews technology testing

Test
Result verbalyes or no formally
answers published reports
Spot

Check Audit
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Assessment
Workpapers

Response | Requirement Observations Evidence Recommendation
ID.AM-1: Physical devices and systems within | Asset inventory is maintained via Cited_Controls:
Meets the organization are inventoried enterprise workflow wherein [SP:C.4: Physical Security (Policy, Protect)
procurement, supplier risk management, | INFSEC:AM: Asset Management (Standard,
and technology operations are tightly Identify)
integrated.
Contact: Physical, Phyllis
ID.AM-2: Software platforms and applications | Software inventory is maintained via Cited_Controls:
Meets within the organization are technology workflow starting with INFSEC:AM-SW: Software Inventory
inventoried procurement and maintained via the life (Standard, I[dentify)
of the software asset.
Contact: Cio, The
ID.AM-3: Organizational communication and Although technology notifications are Cited_Controls:
Compensates | data flows are mapped automated and crisis management ISP:A.4: Communication (Policy, Identify)
notifications cover all staff, data flow [PCM:4.D: Communicate (Procedure,
documentation is partial and procedudres | Respond)
sometimes must be supplemented with FCSS-CFG:IV-CO.3: Respond Procedures
call lists. (Procedure, Respond)
Contact: Opsman, Sec Files uploaded: CallLists.xlsx
ID.AM-4: External information systems are Third Party vendors are cataloged and Cited_Controls: Charge accounts
Planned catalogued data exchanges logged, but there is no FCSS-CFG:111.4: Third Party Service Logs payable with creating a
systematic method to ensure that all Third | (Control, Identify) Third Party vendor
Parties are in the catalog. record as a
Contact; Opsofficer, Chief precondition of
Issue flagged. payment.
ID.AM-5: Resources (e.g., hardware, devices, Although ranks are assigned to resources | Cited Controls: Establish security
Not Met data, time, personnel, and software) based on business criticality and ISP:A.2: Information Classification (Policy, support tiers by rank
are prioritized based on their information classification, resources for Identify) and prioritize resources
classification, criticality, and critical controls such as endpoint security | FCSS-CFG:V.2: Asset Rank (Standard, for security services
business value are not prioritized accordingly. Identify) accordingly.
Contact: Techrisk, Tammy
Issue flagged.
[D.AM-6: Cybersecurity roles and Security policy assigns responsibility for | Cited Controls:
Meets ISP:B.2.1: User Classification (Control,

responsibilities for the entire
workforce and third-party
stakeholders (e.g., suppliers,
customers, partners) are established

least privilege.
Contact: Ciso, The

Identify)
ISP:B.2.2: Departmental Responsibility

. (Control, Identify)
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Issues

NIST CSF Assessment Results

40+

30+

20

10

Not met: 5 (4.6%)—

—

Met: 89 (82.4%)

-

Type:

Mot set

- | Priority:

Application
Cloud
Information
Infrastructure
Supplier
Threat

Vulnerability

o

Draft -
Critical - Draft
Significant Open
Important

| Closed

ot |

st essment CFO
Audit | CIsO
Event Cs
External ERM
Legal | FC

Regulatory
Self-ldentified l

Qbersecurity events

Not Met (5) \

ID.AM-5: Resources (e.g.,
hardware, devices, data,
time, personnel, and
software) are prioritized
based on their classification,
criticality, and business value
ID.SC-5 Response and
recovery planning and testing
are conducted with suppliers
and third-party providers
PR.PT-2: Removable media
is protected and its use
restricted according to policy
DE.CM-3: Personnel activity
is monitored to detect
potential cybersecurity
events

DE.CM-6: External service
provider activity is monitored

to detect potential
#




Risk Issues

Known Exploited Vulnerabilities - Significant

Cybersecurity Risk

——— Known Exploited Vulnerabilities - Critical

---CFG Misconfigurations
Phishing Email - Important

[---
-
[---
| |---DL.C Lost or Stolen Credentials
|-

—Advanced Persistent Threat - Significant

| |---IT.A Accidental Insider Threat

| | Trend in Cybersecurity Risk Issues
=== 30
| |---I'T.P Phishing Email N — .
. . *— Personal Record Exposure- Significant »
---MW Malware Infection " : : }
_MW.KEV K Exploited Vul biliti ~— Intentional Insider Threat - Significant |,
| |--- . nown Exploited Vulnerabilities . -
5
| |--- MW.ZD Zero Day Attacks . -
| -SI Service I]lteﬂuption 1stQuarter ~ 2nd Quarter  3rd Quarter  4th Quarter
| [---SI.N Distributed Denial of Service —Criticel ——Signiflcant_—Important
| |---SI1.O Technology Outages
Issue Summary Source/Criteria Remediation
15 NIST-CSF requirement: ID.AM-3 Assessment (A000002-1D.AM-3) Enginir, Simrin FC
Open Type: Infrastructure Criteria: Does not Meet NIST-CSF assessment requirement: Organizational 2024-10-31
Significant communication and data flows are mapped
2024-02-06 Linked Risks: CS.APT: Advanced Persistent Threat - Activities of

well-organized and funded adversaries with long-term plans to achive goals

that negatively impact the firm.

12 Malware event, impact Moderate: End Point Event (Event-SIRT4753) Opsman, Sec CISO
Open Security Desktop apt malware scanning files on all | Criteria: Known exploited vulnerability to threat vector: Phishing -- breach of | No Target

Important shares for P11 risk appetite for PII
2024-04-12 Type: Infrastructure Linked Risks: CS.MW: Malware Infection - Execution of malicious software 37
on a firm systems.




From Measures to Metrics

Pl
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Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024
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Key Risk Indicators: Trends in Patching Effectiveness

o=
—
I =
i
] = L] =
= 5
= [Pil | . .
W fﬁ_ﬁ’ﬁf_' F|I’(|§Irlb),r = le'llferT
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il |
oooiog i inog (00000

Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024

Trend in Patch Success Rate

\/\

1st Quarter 2nd Quarter 3rd Quarter 4th Quarter

— Target — Percent Patched




Key Risk Indicators: Trends In Incident Time to Close

Incident Timeline by Severity and Source — High — Medium — Low

Anti-Malware

Anomaly Detection

_ Endpoint Protection

Log Monitors

T [
1st Quarter 2nd Quarter 3rd Quarter
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RISK
A

Advanced Persistent Threat Risk Capacity
24 Hours

Time to Close Incidents within Risk Appetite
18 Hours {— — — — —

Actual time to close security incidents . -

TIME

Risk Tolerance
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Risk Measurement

Cyber:CS Cybersecurity @

---Cyber:CS.IT Insider Threat (90%)
|---Cyber.CS.IT-A Accidental Insider Threat (20%)
|---Cyber:CS.IT-I Intentional Insider Threat (20%)
|---Cyber:CS.IT-P Phishing Email (90%)
-Cyber.CS.Sl Service Interruption (20%)
|---Cyber:CS.SI-N Distributed Denial of Service (10%)
|---Cyber.CS.SI-O Technology Outages (20%)
-Cyber:CS.MW Malware Infection
|---Cyber:CS.MW.ZD Zero Day Attacks (70%)

Remediation

Risk Appetite Threshold
Target

/-}
/
i
—+—

I
1.

TIME

A\ 4

|---Cyber.CS.MW-KEV Known Exploited Vulnerabilities

>

---Cyber:CS.APT Advanced Persistent Threat (70%)

---Cyber:CS.CFG Misconfigurations (20%)

---Cyber.CS.DL Data Leaks (80%)
|---Cyber:CS.DL-P Loss of Personal Records (80%)
|---Cyber:CS.DL-C Lost or Stolen Credentials (10%)

RISK
A

24 Hours

Advanced Persistent Threat Risk Capacity

18 Hours

Time to Close Incidents within Risk Appetite

- —— -

. N
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Risk Hierarchy

Cybersecurity

[

]

Harm to Harm to Harm to
Confidentiality Integrity Availability
|
[ | [ |
Theft of
Personally | - Quantitative Web Denial of
b ntellectual . : . Ransomware
Identifiable b Manipulation Defacement Service
Information R
Cybersecurity
| |
: Vulnerabilit Collateral
Insider Threat i
Exploits Damage
| I
[ ] | [ ]
Malicious Error Zero Day Known Harm to Harm to
Activity Attacks Vulnerabilities | | Confidentiality Integrity
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Questions/Discussion?

lennifer@bayuk.com
www.bayuk.com



mailto:jennifer@bayuk.com
mailto:jennifer@bayuk.com
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