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Enterprise Risk Hierarchy



FrameCyber® simplifies cybersecurity risk management 

FrameCyber® is not a new standard, it is a framework of 

Information and Logic for Cybersecurity Decision Support

4https://www.framecyber.com

so you can focus on your cybersecurity risk profile!
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FrameCyber empowers   enterprises 

that oversee organizations 

who evaluate cybersecurity risk 

to support their decisions

Most figures sourced from: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024 

System to 

be defined

System 

Purpose
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Cybersecurity 

Threats

― Sun Tzu, The Art of War

“If you know the enemy and know yourself, 

you need not fear the result of a hundred battles.

If you know yourself but not the enemy, 

for every victory gained you will also suffer a defeat.

If you know neither the enemy nor yourself, 

you will succumb in every battle.”
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Threat Intelligence



17

Threat Intelligence → Threat Catalog Entry
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For each Threat Actor known to Threat Intelligence:

Enterprise

Assets

Active?Threat Actor

Objectives MATCH?IF YES:

Capabilities COVER? SystemsIF YES:

Resources EXCEED? DefenseIF YES:

Targets COMPETITOR? Threat Catalog

Entry
EITHER WAY:
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An ATT&CK Threat Vector Matrix

Source: attack.mitre.org/matrices/enterprise/

Initial Access → Execution → Persistence → Escalation → Evasion → Access → Discovery → Movement → Data → Commands → Exfiltration
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Common Attack Vectors

SQL Injection
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PHISHING

Hypothetical 
Events



22

PHISHING

Hypothetical 
Events

Also known as Cybersecurity Scenario Analysis.



Controls Prevent

Detect

Respond
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Management Controls
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Tone at the Top

CEO/President Risk

Appetite
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Tone at the Top

Policy
CISO

CEO/President Risk

Appetite
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Tone at the Top

Policy

Process

CISO

Cybersecurity Business Alignment

CEO/President Risk

Appetite
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Tone at the Top

These documents 
build on each 

other.Policy

Standards

Directives for technical configurations 

Procedures

Step-by-Step “How-to” instructions

Guidelines

Advice for complying with policy

Process

CISO

Cybersecurity Business Alignment

Security Architecture

Staff with Cyber 
Responsibilities

All Staff

Awareness and 
directives at 
higher levels 

drive 
awareness and 
corresponding 

activities at 
lower levels.

*Must also be consistent with legal obligations and contractual requirements!

*

CEO/President Risk

Appetite



Enterprise Security Standards

Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024, ISBN: 9781394213955
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Tenet: main principle 
of a philosophy: 

Assume your network 
is compromised.

Methodology

Method

- Example Zero Trust Architecture



NIST 800-207 Component

Key: 

Policy Administrator

Policy Enforcement Point

Policy Engine

Policy Decision Point Enterprise
Resources

Potentially sourced 
from Central Asset 

Inventory

Subject

Data Plane

Control Plane

System

Subject

System

Industry Compliance

Continuous Detection 
& Mitigation

Threat Intelligence

Activity Logs

Endpoints

PKI
Active Directory Let’s 

Encrypt,

Certificate Services

Data Access Policy

ID Management

SIEM System

Example Enterprise 

Zero Trust Architecture 

Method

30

Subject System
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Example Procedure

Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024, ISBN: 9781394213955
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Policy

Process

Standard

 

Procedure 

Control Hierarchy
Risk

Appetite

A.  Personally identifiable information is encrypted using 

AES with 256 bit keys.

B.  Personally identifiable information shall stay within the 

borders of the country.

C. The first step in responding to a request for permission 

for file access is to document the request in the 

incident management system. 

The second step is to look up the user in the IAM 

system.

D.  Personally identifiable information is collected by 

customer service, encrypted by application 

development, and disseminated by compliance
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The Chief Information Security Officer (CISO) Equation
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Assessments

Spot
Check

Penetration 
Test

Architecture 
Review

Risk and Control 
Self Assessment

Attestation

Audit

Map to 
ISO 27001 
Standard

Map to Center for Internet 
Security Standard
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Assessment 
Workpapers
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Issues
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Risk Issues
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Filter by 

PII

Filter by 

High Vuln

811
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H

Apply 

Patches

PII
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Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024 

From Measures to Metrics

PII

PII

PII

PII

PII

PII

PII

PII



39Source: Bayuk, Stepping Through Cybersecurity Risk Management, Wiley 2024 

From Measures to MetricsKey Risk Indicators: Trends in Patching Effectiveness
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Key Risk Indicators: Trends in Incident Time to Close

1st Quarter 2nd Quarter 3rd Quarter
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Cybersecurity IncidentsRisk Tolerance
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Cybersecurity IncidentsRisk Measurement
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Cybersecurity IncidentsRisk Hierarchy
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Questions/Discussion?

jennifer@bayuk.com

www.bayuk.com

mailto:jennifer@bayuk.com
mailto:jennifer@bayuk.com
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