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Ransomware is an ever-evolving form of malware designed to 
encrypt files on a device, rendering any files and the systems that 
rely on them unusable. Malicious actors then demand ransom in 
exchange for decryption. Ransomware actors often target and 
threaten to sell or leak exfiltrated data or authentication information 
if the ransom is not paid. In recent years, ransomware incidents 
have become increasingly prevalent among the Nation’s state, local, 
tribal, and territorial (SLTT) government entities and critical 
infrastructure organizations.

Ransomware 101, CISA.gov



Ransomware attacks 
are increasing in 
frequency and  

severity

Ransomware-as-a-Service 
brings advanced 

malware to laymen 
adversaries 

Double and triple 
extortion increase 
the probability of 
ransom payment

Ransomware doesn’t 
discriminate - any 

organization could be 
a target

Ransomware is sophisticated 
and evolving faster than 

traditional 
prevention measures 
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Cybereason

WHY DO ATTACKERS
USE RANSOMWARE?

COMPLEXITYPOPULARITY

IMPACT

HACKTIVISTS

CYBERCRIMINALS NATION STATES

Ransomware:
A type of malware designed to 
block access to systems or data 
until a ransom is paid.



Ransomware is a mature, mechanized and 
industrial business

More R&D funding than large legitimate 
businesses

Leverage ML, Cloud Infrastructure, Open-Source 
Tools

Teams with specialized roles

Mimic legitimate business models, akin to 
startups

These are well funded and unprepared InfoSec 
teams are outmatched

The Big Business of Ransomware
There is a massive dark economy that supports ransomware



Ransomware 
Attacks

Impact the Real World

The effects of a ransomware operation are 
more than just a technical crisis

Colonial Pipeline - May 7, 2021
Restricted oil supply in U.S.

JBS - May 31, 2021
World’s largest meat supplier disabled

Springhill Medical Center - 2019
Baby dies due to ransomware attack at hospital
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RANSOMWARE
More of an issue than ever

source

“Ransomware is a problem that’s continuing to get bigger”
-Verizon Data Breach Investigations Report, 2020 

105%

73%

51%

Increase in ransomware attacks since the start 
of the COVID-19 pandemic

Success rate in ransomware attempts

Organizations have encountered ransomware in 
their environment

https://www.reuters.com/article/us-usa-cyber-ransomware/ransomware-tops-u-s-cyber-priorities-homeland-secretary-says-idUSKBN2BN31H
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Decline of “Spray and Pray”:
● Up until 2016, most ransomware attacks 

indiscriminately targeted individuals and 
organizations alike. 

Bigger Risk, Bigger Payout:
● Since 2016, targeted attacks against 

organizations have increased dramatically. 

● Average ransom rose from $115k in 2019 to 
$312k in 2020

WHAT CHANGED?
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HOW CYBERCRIMINALS NOW FORCE VICTIMS TO PAY?

● Controlling the network can be 

used to steal data

● Data exfiltration at scale & stealth

● Don’t want to pay? All your data 

will be sold to the highest bidder 

● Exploiting the fear of legal ramifications (GDPR, HIPAA, 

PCI DDS, GLBA)

FROM RANSOM TO BLACKMAIL TO EXTORTION

Concerning Trend:

Shifting to
BLACKMAIL
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Ransomware in the News
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TO DOUBLE (TRIPLE AND NOW QUADRUPLE) EXTORTION
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Sympathy for the 
DarkSide
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(It’s not exactly an apology)
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To all English Commanders lett this Satisfye that I was Riding 
here att this Instant in ye Ship fancy man of Warr formerly the 
Charles of ye Spanish Expedition who departed from Croniae ye 
7th of May. 94: Being and am now in A Ship of 46 guns 150 Men & 
bound to Seek our fortunes I have Never as Yett Wronged any 
English or Dutch nor never Intend while I am Commander.
Wherefore as I Commonly Speake wth all Ships I Desire who ever 
Comes to ye perusal of this to take this Signall that if you or aney 
whome you may informe are desirous to know wt wee are att a 
Distance then make your Antient Vp in a Ball or Bundle and hoyst 
him att ye Mizon Peek ye Mizon Being furled I shall answere wth 
ye same & Never Molest you: for my Men are hungry Stout and 
Resolute: & should they Exceed my Desire I cannott help my selfe.
as Yett
An Englishman's friend,
At Johanna February 28th, 1694/5
Henry Every
Here is 160 od french Armed men now att Mohilla who waits for 
Opportunity of getting aney ship, take Care of your Selves.

“Declaration of Henry Every to English ship commanders”
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Self-Styled 
Privateers?

15
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“Despite his apparent maritime supremacy, 
Hornigold remained careful not to attack British-
flagged ships, apparently to maintain the legal 
defence that he was a privateer operating against 
England's enemies in the War of the Spanish 
Succession. This scrupulous approach was not to 
the liking a his lieutenants, and in the summer of 
1716 a vote was taken among the combined crews 
to attack any vessel they chose.” 

Benjamin Hornigold (1680-1719)



The Nation State Connection

State sponsored? Or State ignored?

The Russia Connection

Recent arrests - REvil

Money laundering in Moscow Financial District

Threshold of attack severity

Ransomware killswitch for Cyrillic keyboard
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Ransomware as 
Camouflage
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Ransomware by 
Partisan Groups
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“Patriotic” 
Ransomware Cartels
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The Rise of 
Ransomware Activists
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The Rise of 
Cyber Militias
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Attacks on the 
Strategic Sectors



Costa Rica 
Crippled

“We are at war.”
- Costa Rican President Rodrigo Chavez
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Questions?


