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Goal & Objectives:

* Improve and complement attack detection

» Enhance prevention (e.g., deceptive network)

 Mitigate successful attacks (e.g., redirecting
attackers)

Approach:

 Learn and predict adversaries’ exploit preferences

* Intrusion forecasting on mobile ad hoc network
(MANETS) supporting adaptive deception
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Impact & Capability:

« Enhanced network robustness

» Defensive advantage against adversaries

» Deeper understanding of the adversaries’ TTPs
for network intrusions and reconnaissance

Key Stakeholders:
« FREEDOM ERP

» Cybersecurity and [oBT CRA
 Tech Transition partners: C5ISR Center/I2WD
and S&TCD; and DARPA DSO SI3-CMD

GAPS & RESEARCH QUESTIONS RECENT PROGRESS
Limitations and gaps * Developed models to capture how adversaries learn
+ Previous work was mainly enterprise-focused for details about the target’s network (Albanese et al., ‘20)
detecting enterprise attack Campaigns ° Developed neural machine translation (NMT) models to
« Limited empirical data on adversarial TTPs in generate fake network traffic (Basu et al., "19)
honeynets * Demonstrated that we can uniformly learn the
« Research questions? adversary’s preferences using data from a modest
* |s it possible to develop predictive network-security number of deception strategles (Shietal, 19?
and resilience models of adversarial network » Formulated the loBT domain as a graph-learning
processes? What are the related constraints? problem through an adversarial lens (Park et al., “19)
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« Goal: Deceive the adversary into believing that
honey users are real sys admins/users
Recall scores for NMT models
* Accomplishments:
— Used neural machine translation (NMT)

0.8 78 786 788
models to generate spearphishing e-mails i ' I I
‘7 stm-1 stm-2  transformer

— Proposed metrics that capture both topical
relevance and the grammatical structure of et
text generated by NMT models - -

— Found that the spearphishing filter performs
poorly in distinguishing between real and
automatically-generated content

Basu, C., Venkatesan, S., Chiang, C. J., Leslie, N. O., & Kamhoua, C. A. (2019). Generating Targeted E-mail Content at Scale Using
Neural Machine Translation. In DYnamic and Novel Advances in Machine Learning and Intelligent Cyber Security (DYNAMICS)
Workshop.
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* Goal: Learn the adversary’s COAs and adaptively
automate the deployment of deceptive measures

 Accomplishments:

Developed a novel model to capture how stealthy
adversaries acquire knowledge about the target
network’s topology and establish their foothold.

[ subvertednode

(@) " = {userl}

Quantified the cost and reward, from the adversary’s
perspective, of compromising individual nodes and
maintaining control over those nodes.
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Evaluated our model through simulations in the R aaaattteses
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(a) Runtime
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Demonstrated how our model can guide the
deployment of defensive capabilities (e.g.,
honeypots) to influence the behavior of adversaries
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(c) Cumulative Reward
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(b) Reward
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(d) Percentage of network nodes discovered

Albanese, M., Chadha, R., Chiang, C. JI"#$%&'()%"#*1#+!"##,-./0-"#11#2!, Pham, L., Venkatesan, S. (2020, accepted). A
Quantitative Framework to Model Reconnaissance by Stealthy Attackers and Support Deception-Based Defenses. In [EEE CNS.
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— Deception mitigates the defender’s loss by misleading the attacker to make suboptimal

decisions.

— In order to formally reason about deception, we introduce the "#$%&"(")"*$+,- . #/"01234 , a
domain-independent game theoretic model and present a learning and planning framework.

 Accomplishments:

— Demonstrated that we can uniformly learn the adversary’s preferences using data from a
modest number of deception strategies.
— Proposed an approximation algorithm for finding the optimal deception strategy and show that

the problem is NP-hard.

— Performed extensive experiments to empirically validate our methods and results.

Feature Observable value Hidden value
Operating system Windows 2016 RHEL 7
Service version vl.2 vl.4
IP address 10.0.1.2 10.0.2.1
Open ports 22,445 22,1433
Round trip time for probes 16 ms 84 ms

[Shamsi et al., 2014]

Table 1: Some relevant features for cybersecurity
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Goals: Examine the current state-of-the-art in vehicular communications security

Accomplishments:

» Developed a highly secure, resilient, and affordable MTD-based proactive defense mechanism, which
achieves multiple objectives of minimizing system security vulnerabilities and defense cost while
maximizing service availability.

« Proposed a multi-agent Deep Reinforcement Learning (mDRL)-based network slicing technique that
can help determine two key resource management decisions: (1) link bandwidth allocation to meet
quality-of-service requirements and (2) the frequency of triggering IP shuffling as an MTD operation.

» Applied this strategy in a tactical in-vehicle network that uses software-defined networking (SDN)
technology to deploy the IP-shuffling-based MTD by changing IP addresses assigned to electronic
control unit (ECU) nodes.

Agent1 Q Qslicei Controller ; y

A . -3 - . Link 1 = 0.4 Gb/s Link 2 = 0.5 Gb/s

Core components Networking Security ¥ i Slice 3
cccccccccccc 3 Changing 2 IP addresses per second

Slice2 Controller
Agent 2 N y Master Controller
wioanmen: (@) - Yl =l # e Link1=0.3 Gb/s Link2=0.2 Gb/s
Changing 3 IP addresses per secon d
Agent3 O Slice3 Controller
towpe rf ormance Networking Security O d}i L]
lice 1 . Link 1 =0.3 Gb/s Link 2 = 0.3 Gb/s
Slice 1
. f Changing 5 IP addresses per secon d
Physical resources E—H
In-vehicle SDN O - - :
Networking resources Link 1 = 1Gb/s Link 2 = 1Gb/s

Security resources Changing 10 IP addresses per second

Yoon, S., Cho, J., Kim, D. S., ¥ """4$i"(()(K*$+,""-%.(.., Lim, H., /$, 04> (1(, & 2345637 ((8(/(2020). Moving Target
Defense for In-Vehicle Software Defined Networklng. IP Shuffling in Network Slicing with Multiagent Deep
Reinforcement Learning. In "#$%& #&()*&+,&-./1&+01238&4.5(3)&678/(23.)9&'7713:(23.)9&##;
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Goals:

+ Examine the current state-of-the-art in vehicular nefzggll(a;or
communications security

» Explore the use of 5.6 GHz band for cooperative
Intelligent Transportation System (ITS)

Cellular Trusted

Authority

Accomplishments:
» Identified threat scenarios in the 2 paradigms for
. . . DSRC RSU DSRC
vehicular communications: - V2l

—  Cellular vehicle-to-everything (cV2X) and
— Vehicular ad hoc networks (VANET)
+ Compared the most common anomaly detection
techniques used in these vehicular networks
+ Examined machine learning and knowledge-based | Upto 1Mbps I Ue to 19.2K0ps

methods for anomaly-based intrusion detection Diagnostics
systems in ITS F*? .
j\_\/-/ .

DSRC network for,
V2V and V2|

In-progress research: oty oeecton ||} ? By e

*  Currently using tools SUMO and NS-3 for simulation : system =] :,—t 4 1 door lockes
for vehicular routes I

 Create malicious routes and vehicles in network and Up to 20Mbps T U to 150Mbps
nodes (e.g., vehicles and RSUs) that are able to ***
observe traffic &

« Make changes to multi-hop protocol so that malicious | Advanced Drver Assistance Designed for Mutimedia
nodes see unwanted traffic and target false nodes. S B PP RRPPPIY:

Dayal, A., ,-./O-"#11#21"#3%&'()%"#*1#+!"# Marojevik, V., & Reed, J. (2020, submitted). Taxonomy of Anomaly Based
Intrusion Detection Systems in Vehicular Communications. In IEEE Vehicular Technology Magazine.
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Goal: Advance current loBT efforts with a
collection of prior-developed cybersecurity
techniques

Accomplishments:
— Reviewed for applicability to 1oBT operational
environments:
» Diverse asset ownership
» Degraded networking infrastructure
» Adversarial activities

— Covered research techniques focused on two

themes:

» Supporting trust assessment for known/unknown
loT assets

« Ensuring continued trust of known loT assets and
loBT systems

Agadakos, ., Ciocarlie, G. F., Copos, B., Emmi, M., 3-(45-"#6!"#,-./0-"#
1I"#7#809'%-/0."#6!¢2019). Application of Trust Assessment Techniques
to 1oBT Systems. In MILCOM 2019-2019 IEEE Military Communications

Conference (MILCOM) (pp. 833-840). IEEE.
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IMPORTANT?
o 1"HSUHE'HH () *&+%,+%*%PHE'&* Yo +-" *&# [+ Yo' #EH"&("00%+(-'1&'$2&3"4%+$0% $# 1 &SYo#5"+)*
o 678YRHT7*-('1&*7T*#%0*&:6;<=>&-$(1.2-$3&?$#%+$%o#&" @ &A/-$3*&: ?"A=&/' 4% &* Y4 % +% &+%0*. 17
@'-1.+%*
— Increased risk of cyberattacks
— Energy network (smart grid)
— Transportation systems and large industrial facilities
o +"(#-4%8&H#%(/$-B.%*&@"+&P%#H5"+) &+%*-1-%5(%&-$(1.2%&+%2.$2'$(7&'$2& ("0, +#0%$#' 1-C'
— Redundancy allows to tolerate attacks to a certain extent
— Compartmentalization attempts to restrict the cyberattack locally and prevent its expansion across the
entire network
— Configuration and set-up of intrusion detection and prevention systems (IDS/IPS)
*  D%'(#-4%&#%(/$-B.%*&@"11"5 &4 3> & FHY%%0, ,+"'(/
— Detecting an attack _
— Mitigating its impacts Nothnal System
, , , functionality
— Restoring a system's usual operation
I"H$%68"&()*
v
! time
IHSH %&™()%+,-.)" 1%0B(SYoH1%" #2'%33S1$V6H# 14'$H &5 " HOB 758" &S TH# HMEBTHBO)* %" $+, < 9/R(+0$ P | * 1$&(+0$P
$HOT; %&"()*'+,-<)"/$09"#2'5%0$($%o#1%'=>08& 2% '$#2%6%oH2%oH& (4'="#* @ R)" !
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Intrusion Detection System (IDS). “...a real-time intrusion-detection
expert system that aims to detect a wide range of security violations
ranging from attempted break-ins by outsiders to system

penetrations and abuses by insiders.” (Denning, 1987)

* Detection models and algorithms

— Signature-based g |
— Anomaly-based
* Host-based IDS (HIDS) 4
* Network IDS (NIDS)
o

A'&46$1"('&YE%2'375'CH75& DEFC'%;"(>"&$7#'
GH"5%$="%&"()*'+,-.1234/.$0+ |
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BKILC
I High FPRs may cause personnel to disregard those tools
I Results in unreported network breaches
* Signature-based NIDS may have high false-negative rates
I Misclassify cyberattacks with unknown

_ _ 58
exploits as benign

I Examples of NIDS include Snort and Bro S ==y

=i

A'&46$1"('&9B%2'375'CH75& DEFC'%;"(>"&$7# GH"5$="06&" ()*"
1234/.$0+ |
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— Scenarios 1 and 2: If precision > 0.8, then TPR < 0.1 for those anomaly detection
methods considered

— Scenario 6: Best prediction performance for methods is precision > 0.79 and TPR <
0.71. For example, one model resulted in precision = 0.9 with TPR = 0.7

— Scenarios 8 and 9: Best-performing models resulted in precision = 0.5 and TPR = 1.0.

For all other models considered in Garcia et al. (2014), TPR < 0.3

1D Bot Characteristic Total flows  Botnet flows  Normal flows  Background flows
1 Neris IRC, SPAM, Click Fraud 2,824,636 39,933 30,387 2,754,316
2 Neris IRC, SPAM, Click Fraud, FTP 1,808,122 18,839 9,120 1,780,163
3 RBot IRC, Port Scan, US 4,710,638 26,759 116,887 4,566,992
4 RBot IRC, DDOS, US 1,121,076 1,719 25,268 1,094,089
5 Virut SPAM, Port Scan, HTTP 129,832 695 4.679 124,458
6 Mentri Port Scan 585,919 4,431 7,494 573,994
7 Sogou HTTP 144,077 37 1,677 142,363
8 Merli Port Scan 2,954,230 5,052 72,822 2,876,356
9 Neris IRC. SPAM. Port Scan. Click Fraud 2.753.884 17.880 43.340 2.692.664
10 Rbot IRC, DDOS, US 1,309,791 106,315 15,847 1,187,629
11 RBot IRC, DDOS, US 107,251 8,161 2,718 96,372
12 NSIS.ay PP 325,471 2,143 7,628 315,700
13 Virut SPAM, PS, HTTP 1,925,149 38,791 31,939 1,854,419
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o RELATED WORK [BEveom

e Leslie, Martone, and Weisman (2018) developed a semi-supervised
NIDS algorithm

* We assessed 3 Scenarios in CTU-13 dataset using the NetFlow files to
accurately detect botnet behaviors using K-means clustering algorithm

* We examined Scenarios 4, 10, and 11 in CTU-13
— Each of these 3 Scenarios use the IRC protocol to perform DDoS attacks
— Scenario 4 has a lower prevalence of botnet flows than Scenarios 10 and 11

ID Bot Characteristic Total flows  Botnet flows  Normal flows  Background flows
1 Neris IRC, SPAM, Click Fraud 2,824,636 39,933 30,387 2,754,316
2 Neris IRC, SPAM, Click Fraud, FTP 1,808,122 18,839 9,120 1,780,163
3 RBot IRC, Port Scan, US 4,710,638 26,759 116,887 4,566,992
4 RBot IRC, DDOS, US 1,121,076 1,719 25,268 1,094,089
5 Virut SPAM, Port Scan, HTTP 129,832 695 4,679 124,458
6 Mentri Port Scan 585,919 4,431 7,494 573,994
7 Sogou HTTP 144,077 37 1,677 142,363
8 Merli Port Scan 2,954,230 5,052 72,822 2,876,356
9 Neris IRC, SPAM, Port Scan. Click Fraud __ 2.753.884 17.880 43.340 2,692.664
10 Rbot IRC, DDOS, US 1,309,791 106,315 15,847 1,187,629
11 RBot IRC. DDOS. US 107.251 8.161 2,718 96.372
12 NSIS.ay PP 325,471 2,143 7,628 315,700
13 Virut SPAM, PS, HTTP 1,925,149 38,791 31,939 1,854,419

Leslie et al. (2018). The Internet of Things (loT): Computational Modeling in Congested and Contested Environments.
In Proceedings of the NATO IST-152 Workshop on Autonomous Agents for Cyber Defence.
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o RELATED WORK [BEveom

* Leslie et al. (2018) showed their K-means based algorithms for IDS have
precision values above 0.8, and FPR below 0.02 for CTU-13 scenarios

 We showed better performance for Scenarios 10 and 11 than Scenario 4
in CTU-13

* Our model yielded better prediction performance results than many
previous methods published for these Scenarios

Table 2. Thek-meangerformanceesultsfor 3 of the CTU-13
botnetpcapscenariosharacterizedh Tablel: IDs 4,10,and11.

ID 4 ID 10 ID 11
accuracy 1.00 0.97 0.97
precision 0.98 0.85 0.82
recall 0.26 0.90 0.89
FPR 0.0 0.02 0.02

Leslie et al. (2018). The Internet of Things (loT): Computational Modeling in Congested and Contested Environments.
In Proceedings of the NATO IST-152 Workshop on Autonomous Agents for Cyber Defence.
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— Botnet pcap file

— Labeled NetFlow file

— READMIE file, with the capture time line and the original malware executable binary

from 2011 data

o I"#$N'()*A,&M"5&04<&E455%HI-&<4&EFHI1%5=8&<=-&$4/El-<-&E$"E&RI-&M%<:

DATA DESCRIPTION FOR CTU-13 BOTNET  [gévcom

H"$DS#4F01&"01&04#/"I&E"$D-<5&H-$"F5-&<=-J&$40<"%0&E#%P"<-&%0G4#/’

ID Bot Characteristic Total flows  Botnet flows  Normal flows  Background flows
1 Neris IRC, SPAM, Click Fraud 2,824,636 39,933 30,387 2,754,316
2 Neris IRC, SPAM, Click Fraud, FTP 1,808,122 18,839 9,120 1,780,163
3 RBot IRC, Port Scan, US 4,710,638 26,759 116,887 4,566,992
4 RBot IRC, DDOS, US 1,121,076 1,719 25,268 1,094,089
5 Virut SPAM, Port Scan, HTTP 129,832 695 4,679 124,458
6 Mentri Port Scan 585,919 4,431 7,494 573,994
7 Sogou HTTP 144,077 37 1,677 142,363
8 Merli Port Scan 2,954,230 5,052 72,822 2,876,356
9 Neris IRC, SPAM, Port Scan, Click Fraud 2,753,884 17,880 43,340 2,692,664
10 Rbot IRC, DDOS, US 1,309,791 106,315 15,847 1,187,629
11 RBot IRC, DDOS, US 107,251 8,161 2,718 96,372
12 NSIS.ay PP 325,471 2,143 7,628 315,700
13 Virut SPAM, PS, HTTP 1,925,149 38,791 31,939 1,854,419
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. DATA DESCRIPTION FOR CTU-13 [oEveom

BOTNET SCENARIOS

1 1=42'="/1'&(&*1*(5"#=(1D%"1"/()#1/'L(4+*4(0+'/*"%#0(

+*22'&(679;(%/1#(<>?7?A
L ILBM(INM#"(O77!(4"#14#+#20(.0'&(%/(1D'0'(4+*4(0+'/*"%#0
| P#1/'10(*"(+D*"*+1""%G'&()F('%1D"(

— I"H$UH&' ()

— ("+,-+.%#&'[-+0'123#'4(!5

— ("+,-+.%#&'26%27',+38%$'49:5

— ("+,-+.%#&'$%10+%:;80"$'$"#%36'-,'1"+<%2"'4==-15

ID Bot Characteristic Total flows  Botnet flows  Normal flows  Background flows
1 Neris IRC, SPAM, Click Fraud 2,824,636 39,933 30,387 2,754,316
2 Neris IRC, SPAM, Click Fraud, FTP 1,808,122 18,839 9,120 1,780,163
3 RBot IRC, Port Scan, US 4,710,638 26,759 116,887 4,566,992
4 RBot IRC, DDOS, US 1,121,076 1,719 25,268 1,094,089
5 Virut SPAM, Port Scan, HTTP 129,832 695 4,679 124,458
6 Mentri Port Scan 585,919 4,431 7,494 573,994
7 Sogou HTTP 144,077 37 1,677 142,363
8 Merli Port Scan 2,954,230 5,052 72,822 2,876,356
9 Neris IRC, SPAM, Port Scan, Click Fraud 2,753,884 17,880 43,340 2,692,664
10 Rbot IRC, DDOS, US 1,309,791 106,315 15,847 1,187,629
11 RBot IRC, DDOS, US 107,251 8,161 2,718 96,372
12 NSIS.ay PP 325,471 2,143 7,628 315,700
13 Virut SPAM, PS, HTTP 1,925,149 38,791 31,939 1,854,419
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- EXAMPLE SESSION FROM NETFLOW FILE E"':VCDM

¢ 3-55%405&"#-&I"H-1-1&"5&H4<0-<7&H"$DS#4F01 .
» Selected features are categorical (see arrows), and others are numerical
* Ports can be considered either categorical or numerical

"H$HYH&
[,+$.)%/0%

5
% H
Lon) O
8 S
N [=)
N <
- 3

3

’ ' 3&HA53HET
§§f§§ﬁi‘%$& B -0 $HIN8)SQ2  HIMH2 B $1)+0(+ w7 | o | | s | mt =5
| <=>l

I\ Y,
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. EXAMPLE SESSION FROM NETFLOW FILE Et'fvccm

* Sessions are labeled as botnet, background, or normal
—o ¢ 3-|-$<-1&G-"<F#-5&"#-&$"'<-S4#%$"1&'5--&"##AM5,7&" 01 &4<=-#5&"#-&OF/-#%3$"|
* Ports can be considered either categorical or numerical

Original feature space
A

"H#$HYH&
&,"#4%0#.5)"

~~
+
@
£
>
X
i

o ) 3&H#HA53"H&
ggf:ﬂi‘%w #-00  $MIMN&)SQ  #3MHH2 & $91")+()(+ 678 # $ OSH(  SH(  -#$8+O:; T 7
’ <=>l
Categorical
features
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. EXAMPLE SESSION FROM NETFLOW FILE Et'fvcam

» Sessions are labeled as botnet, background, or normal
» Selected features are categorical (see arrows), and others are numerical
o CA#<5&%$"0&H-&$405%1-#-1&-%<=-#&$"<-S4#%3$"1&4#&O0F/-#%$"|

"H#$HYH&

P
Lo
3
=
>
<
S
o3

)H#*"%+,-. $+/

’ ' 3&H#A53HET
§§f;§ﬁi‘%$& B -0 $HIMN&)S(Q2  #3MHH2 B $4)1)+()(+ s | e o |e | oo | i 7o
| <=>l

UNCLASSIFIED 22



UNCLASSIFIED

| SLEEK MODELING METHODOLOGY EI'EVCDM

Pre-process IP traffic data
—  1#0./+,%12%*)$+'-3,%0,+")3$
— !#_&’II+%#+4’II%3I+’5#")3!(%6’I+/II’$%+#%_/O’II)3I(
Visualize network

Visualize labelled network as a colored graph traffic for analysis
—  11.%&%$"2%*&612%"**",$$,$%3$,-*)-5%7,-)5-%+"66)3
—  D%2&$"2%¥8$,-+%12%"**",$$,$%9$,-*)-5%7#+-,+%+"66)3

—  8)-9%%",.",$,-+%-,+:#"9%%$,$$)#-$%7 ,+:,,-%-#*,$ Train SLEEK
algorithm
Implement clustering and classification machine learning
algorithms into SLEEK
- , <O,I'$%I'*%:'/$$)"%>)?+/",%>#*,(%@:>>A%'(5#")+40$%6#"%3(/v Compute prediction
)+4%$,059/.,"&)$,*%'".. " #'34 performance

— OB, $+%B,)547H# KEBEAY' (5#") +40%64 % 3('$$)6)3+)#-%64'$%7,$ v v

Examine SLEEK's prediction performance for identifying botnets
in testing phase Assess metrics

Measure the significance of features in metrics results

UNCLASSIFIED
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A 1"t $%&H () +)#,-%" +,"(00(&+1// [Eveom

Cross Validation

— =%<%%$""32>"12"#3+%-'YoBLH@H0-'0+3%#%#&'3#$'0"10%#&'$3031"0:
81%#&B$'2+-11'<36%$30%-#E'F>"+"D'G'H

Feature Space Modification and Normalization

— 2 /-+3+%61'.-$%,1'0+3%#%#&'1"0";I'+".-<%#&',"308+"'<"20-+1'"F%0>'J(

" A-0"H#2-$YoHE&
— M-+.36%N".-$%,%"$'0+3%#%#& $303'F%0>-80'J(‘B$$+"11"1E"
— 9%#$'O'2"#0+-%$1' -+'.36%2VEBHR O HY &HIED 3./6"1'%#'0>"
-$%,%"$'0+3%#%#&11"0FE'
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CONVERTING CATEGORICAL FEATURES El'_:vcaM

TO NUMERICAL

I 22%=%/*1'(0'00%#/0(2*)'2'&(*0(QP*+,-"#./&R(1"*55%+

| 6H$"L(+*1'-#"%+*2(5%1."O(L#(/.=""%+*2(5'*1."0(3%1D(8/

DH#1('[+#&%]-(5#" (*22(+*1'#'%+*2(5*1."0( @+'41(1!(*&&"00'0

"#30-0-04
::34<4$,
1
2
3

=T, One-hot _'_#30'0'9& 7= @A= 37 0 =
. ::34<19,
Encoding
UDP 2 0 1/3 0
ICMP 3 0 0 1/3
TCP k 1/3 0 0

UNCLASSIFIED
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. METRIC FOR IP ADDRESSES IN FEATURE [o&vcom
SPACE
| >"1(@(*&(F()'(;19%1(1!$S(*&&™"00'0M(3D™" (*+D()F L' (#5(@ (%0
"4"0'/1'&()F( @0.+D(1D*L(@UED @
| J'5%/'(&%601*/+ (IB@M(FC()'13"/(1!(*&&"00'0(*0(
D(x,y) = 3% a8 (x, # y,), F>"+"3'P'B'2-#103#0

x=["#s ] [ wad [ s |[10 x=[1#$ | [ w&d [ s ][0

v= X EE K Bl yv= S EEE B 5

Let a = 2.

Then, distanceD=8+4+2+1 Leta = 2.

D= 15 Distance between IP addresses is
D=2+1
D=3
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VISUALIZING NETWORK TRAFFIC

=m

| 80'(<>??A($%0.*2%G*1%#/ (=#&.2"
— Red nodes are malicious IP addresses

— Blue nodes are normal IP addresses
— Links signify connections between IPs

I <+'/*"%#(:N(6D*"*+1"%01%+0(%.
6789,

— Use P2P protocol

— Synchronization attack

— Botnet flows are 67.97% of
total sessions

— 3 Bots in network

UNCLASSIFIED
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_ ZS Y= D& =H(,>$-"ES&H

UNCLASSIFIED

DEVCOM

Leslie, N. O. Using Semi-
Supervised Learning for Flow-
Based Network Intrusion
Detection. In Proceedings of
the ICCRTS, 6-9 November
2018, Pensacola, FL.
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A GRAPH DEGREE HISTOGRAM  [BEveom

=m

1 1=42'="/1'&(/'13#",(1"*55%+(&*1*(%/1#(<>??A(-"*4D(*/*2F0%0
=#&.2'
1 1"0Y/1(&'-""(D%01#-"*=(3%1D(/'13#",(-"*4D(%/0'1
| P%#&*2(&%01"%).1%#/(%/(&'-"'(DY%01#-"*=(#5(/"13#",(
0'00%#/0(&*1*
I <+'*"%#(N(6D*"*+1"'%01%+0(%/(678
I Use P2P protocol 18000 '

16000 |

I Synchronization attack |
I Botnet flows are 67.97% 12000

10000 |

-
(=

of total sessions

§ 8000 +
| 3 Bots in network 6000
4000

2000

ee
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%) Dt 3++AIRS(HH2H") () BIHL+ [GEveom

/11"%/&5+,%+)(1'

| J'$'2#4'&( AS="*/0(+2.01""%/-(*2-#"% 1 D=(%/(*(0%=%
0.4"$%0'&*44"#*+D(1#(*00'00(<>??A(5#"(1D'Y&78
&*1*0'10

| J$2#4'&(*( VWWO*0'&(*2-#"%1 DA (*00'00(<>?2A(
4" 8%+1%#/0(5#" (%/1".0%#/(&'1'+1%H#/6#" (678

| J$2#A'&(*( , HHY*O'&(*2-#"%1 DA#(*00'00(<>?2A(
4" 8%+ 1%#/0(5#" (%/1".0%#/ (&' 1'+1%#/
— )11%&#"32>'#"0F-+7'1"11%-#'0-'0>".30Q-+%01'26311'4%R"RE";"#%&%#

-0#"05'-,'%026-1"10'#"%&>;-+1E'F3"#61'3'/3+3."0"+
— S"10'/"+,-+.%#&'36&-+%0>.
* Across 13 Scenarios in CTU-13

e Each Scenario of CTU-13 was implemented into 3 configurations of IP
distance metric for SLEEK
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A PREDICTION METRICS [BEveom

=m

| 6789;(<+/*"%#0(D*$'(*(D%-D (4" $*2'/+' (#5()'/%-/(1!(1"*55%+
— 2+8"[-1%0%<"+30"4?(T5'3#$":361"/-1%0%<"+30"4:(T5'3+"- 0"#
[+"1"H0"$'0-'1>-F'[+"$%20%-# "+ -+.3#2""- 'MJ=!
— 2" "0+9%21'36-#"3+"%#18,,%2%"#0'."0+%21' -+, 866'<%"F'-, MJI="
[+"$%20%-#["+,-+.34#2"
| E/*2FG'&(4" &%+1%#/(='1"%+0(5"#=(1'01(&*1*M(%/+2.&%-
— )228+32]
— (+"2%1%-#'%1'3'<3683;6"."0+%2", +-.'%#,-+.30%-#'0>"-+1'0>30'%1'3'U

[-1%0%<""3228+321."318+ B\
TP+FP

[-1%0%<""+30E"

TP+FN
— (T
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. CASES IMPLEMENTED IN SLEEK EI'EVCDM

| 6*0'CU(?@+2.&'(1'(*&&"00'0(5"#=(1D'(5"*1." (04*+'(/1%" 2F
| 6*0'(NU(I/+2.&'(1'(8%601*/+'(='1"%+
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_ 7N METRICS RESULTS FOR SLEEK [GEveom
PREDICTIONS: CASE 1

" Implemented Case 1 without IP Distance Metric in SLEEK module

" High prevalence of negatives in data

— )228+321'%1'%#3%$"W830™,-+'0>"1"231"1

— (+"2%1%-#'3#$'+"2366'3+"";"00"+'/+"$%20%-#'/"+,-+.3#2""."0+%21
SLEEK makes excellent predictions for most Scenarios in CTU-13
for this case

. !XYYD'/+"2%1%-#'P|ZR[' Sgrl\Ja-;lizs Botnet Type  Accuracy Precision Recall FPR
! 1 IRC, SPAM, CF 0.9922 0.7996 0.6160 0.00227
— IXYYD'3228+321'P'ZR\ I 2 IRC,SPAM, CF, FTP 0.9962 0.9431 0.7250 0.00057

IRC, PS, US 0.9981 0.8834 0.7664 0.00058

—J,'/+"2%1%-#'P'ZR[E'/632'"&-I{""#'2 IRC, DDOS, US ~ 0.9973 0.0505  0.0058  0.00040

5  SPAM,PS HTTP 09902 0.6786 0.3149 0.00177
2>"27 ! 6 PS 09992 09712 0.9816 0.00048
7 HTTP 09990 0.5000 0.0769 0.00008

8 PS 09981 0.5314 0.7447 0.00137

! 9 IRC,SPAM, PS,CF 09651 0.8249 0.7696 0.01588

| 10  IRC,DDOS,US 0.9994 0.9995 0.9929 0.00004

| 11 IRC,DDOS,US 0.9989 0.9988 0.9871 0.00010

12 P2pP 09937 05766 0.1820 0.00090

! 13 SPAM, PS, HTTP  0.9902 0.8350 0.6590 0.00276
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PREDICTIONS: CASE 2

* Implemented Case 2 with novel IP distance metric in SLEEK module

METRICS RESULTS FOR SLEEK

* SLEEK performs very well for several CTU-13 Botnet scenarios

SLEEK doesn’t detect botnets in most Scenarios for this case

SLEEK performs very well at detecting botnets performing DDoS attacks

3 Scenarios in CTU-13 have precision > 0.7 & accuracy > 0.9

If precision > 0.7, place green check
SLEEK had no predicted positives for selected Scenarios

! DEVCOM

CTU-1.3 Botnet Type Accuracy Precision Recall FPR
Scenarios
1 IRC, SPAM, CF 0.9855  0.0000 0.0000 0.00227
2 IRC, SPAM, CF, FTP  0.9884 nan 0.0000 0.00057
! 3 IRC, PS, US 0.9943 0.7778 0.0013  0.00058
! 4 IRC, DDOS, US 0.9975 0.0000 0.0000 0.00040
5 SPAM, PS, HTTP  0.9930 nan 0.0000 0.00177
6 PS 0.9917 nan 0 0.00048
7 HTTP 0.9994 nan 0.0000 0.00008
8 PS 0.9979 nan 0.0000 0.00137
9 IRC, SPAM, PS,CF 0.9104  0.0000 0.0000 0.01588
! 10 IRC, DDOS, US 0.9991 0.9999 0.9886  0.00004
I 11 IRC, DDOS, US 0.9983  0.9988 0.9786  0.00010
12 P2P 0.9931 0.0667 0.0023  0.00090
13 SPAM, PS, HTTP  0.9792 nan 0.0000 0.00276

UNCLASSIFIED
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75 Vot IS HIFHA* $%72'))*-)$" /'O Efsw_—am

o $-0#"&?. *A#"*+)&)%&'/0*,'$.CY%4
SPAM, CF, FTP)
Precision 0.9431 0.0821 0.0003
Recall 0.7250 0.9799 0.0201
FPR 0.00057 0.1284 0.8693

SLEEK (Case 1) with K-means algorithm has a higher recall for Scenario 2 than k-NN and GMM
However, k-NN has a higher F_-measure for Scenario 2.

Scenario ID 9 (IRC,
SPAM, PS, CF)

Precision 0.8249 0.1876 0.0583
Recall 0.7696 0.5015 0.4985
FPR 0.01588 0.2112 0.7825

» SLEEK (Case 1) with k-NN algorithm has better prediction performance than K-means and
GMM for Scenario 9
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Vot HIHA* $Y6'[)*-)$"["/0* [veom
$'O#m&?.,*4#"*+)&)%&'/O* ++#, $8L&$%:,

DDoS Scenario 10

Precision 0.9995 0.8046 0.0064
Recall 0.9929 0.8167 0.0690
FPR 0.00004 0.0175 0.9512

DDoS Scenario 11

Precision 0.9988 0.7888 0.5169
Recall 0.9871 0.8177 0.9843
FPR 0.00010 0.0181 0.0758

For both DDoS scenarios in CTU-13, IDs 10 and 11, SLEEK (Case 1) with k-NN algorithm has
better prediction performance than than it has with K-means and GMM algorithms.
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o DISCUSSION [BEveom
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U%5<"0$-&/-<#%$5&40&<=-&54F#$-&"01&1-5<%0"<%40&
VC&"11#-55-5&G-"<F#-5& S#-"<II&%/E"$<&#-5FI<5
SWQQX&E-#G4#/5&-.$-E<%40" | J&MMEKIYEHBERL=/& "<& 1-<-$<%0S&

$IH-#'<<"$D5&<="<&I0&*A&3$-0"#BASRAGE>?@ LTI | s
— Perform port scans 9.5<=->2 D<E:"'F<E';>'0=:A-. @A’
_ 0>E-@-G:E
— Perform click fraud
_ CTU-13 Case 1 Case 2
Send Spam Scenarios Botnet Type Accuracy Accuracy /
— Use IRC protocol 1 IRC, SPAM, CF 0.9922  0.9855
3WQQX&>"5-&* & IHHEL2ITDH#Y0<=/& 2 IRC,SPAM, CF,FTP 0.9962  0.9884
3 IRC, PS, US 0.9981  0.994
="5&<=-&H-5<&E#-1%%$<%40&#-5FI<5 4 IRC, DDOS, US ~ 0.9973 _0.997
: PAM, PS, HTTP | 0.9902 || 0.
— SLEEK with K-means and GMM 2 > ’PSS' 0 9392 5 ggig
have poor performance results 7 HTTP 0.9990  0.9994
8 PS 0.9981  0.9979
9 IRC, SPAM, PS, CF 0.9651  0.9104
10 IRC, DDOS, US ~ 0.9994  0.9991
11 IRC, DDOS, US  0.9989  0.9983
12 P2pP 0.9937  0.9931

13 SPAM, PS, HTTP  0.9902 0.9792
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| CONCLUSION E'EVCDM

2@4"%="10(0DH#3(X. %1 (*++."*1'(4" &Yo+ 1Yot/ (4" 5H"=*/+'(
"0.210(5#" (<>?2AM(*(+#22'+1%#/(#5(HIJ<(*2-#"%1D=0
H'1K2#3(5%2'0(5"#=(#1D"(&*1*(0#."+'0(+*/() (%=42'="11'&(
3%1D(=%/%=*2(2'$'2(#5('554"1

W'1"%+0(5#" (@"#+'00%/-(1D'(5'*1." (04*+'(*" (*0%2F(
+#/50%-."%)2"

H'13#" ($%0.*2%G*1%#/(%0("*0%2F (+#/5%-."*)2' (L#(%/+2.&
*[0=*1%6#/(H#S$" (1%="(*/&(2*)'2%I-
2@%01%/-(0%-/*1."0(5"#=(0%FD'&(HII<(2%, (</#"1(
+5()(Y%=42'="11'&(Yo/ L#(<>??A(
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« Start integration of RF and cyber deception techniques between
SEDD and CISD (FY20)

 Incorporate computational algorithms for honeynet allocation (FY20)

* Implement machine learning algorithms for predicting adversaries’
preferences for network intrusions (FY20)

* Implement adaptive honeynet configuration algorithm (FY21)

* Develop and implement software-defined networking (SDN)
approaches for cyber deception (FY22-23)

* Integrate RF and cyber deception techniques between SEDD and
CISD (FY24)

UNCLASSIFIED
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'a >..$"5 E'EVCDM
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FGH*&IIJKHGIFL*$JIMNOLGPKNIHQ*459@

* Preliminary implementation of location deception demo in Python, CyberVAN,
and sdt3d tools

* Developed scalable algorithm for POSG for cyber deception

 Demonstrated that one can learn the adversary’s preferences using data from
a modest number of deception strategies

* Three books published by IEEE Press

#OQKIR*$JIMNOLGPKNIHQP*GH*459@
* Presentations: 20+ presentations

» Conference paper or journal article submissions: 50+ papers

« Engagements with broader S&T community: DARPA DSO SI3-CMD,
Cybersecurity CRA, 1oBT CRA
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* 7AN E>VYLI7TOW(KYL(INEJIL?<<(W?7LI6
_ é ( (11( ( E'EVCDM

VOEE<X,, original training set; and the 2 centroids in X’, the modified/normalized
training set (without IPs), of the examples labelled as malicious, C*, and benign, C

YF<EF<X* a modified feature space with 4 additional feature vectors
concatenated with X’ to represent the IP metric for distances between

a) Source (destination) IP addresses in training data and
b) Source (destination) IP of the training sample closest to each centroid

Find sample in training set, x € X’, with the minimum L2-distance to the malicious centroid, <*.
Repeat Step 1 for C2

3.  Find the associated training example in X that maps to these 2 samples in X’ (found in Step 1) that
are closest to the 2 centroids

4. Compute the IP metric for distances between feature vectors for source and destination IP addresses
in original training set, X, and training samples of the modified training data identified in Step 3

Repeat Step 4 for the malicious centroid, <*

Create four additional feature vectors with IP distances computed in Steps 4 and 5 and concatenate
with the modified feature space, X’

7. Normalize feature space for test data with mean and standard deviation from the modified training
data

8. Modify test data with distances between its feature vectors for source and destination IP addresses
and the malicious and benign centroids of the normalized/modified training set using
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_ zs VISUALIZING NETWORK TRAFFIC
| J'$'2#4'&(1D'(<>22A($%0.* 2% G* 1%/ (=#&.2'
— Red nodes are malicious IP addresses
— Blue nodes are normal IP addresses

— Links signify connections between IP addresses
| <+'[*"%#(Z(6D**+1"%01%+0(%/(6
— Use HTTP for port scanning and sending spam

— Scan web proxies
— Botnet flows are 0.54% of total sessions

UNCLASSIFIED
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bt D GRAPH DEGREE HISTOGRAM  [oEvcom
1 1=42'="/1"&(<+'[*"%#0(%/(1D'(<>??A(-"*4D(*/*2F0%0(=#&.2'
I 1"0Y/1(&'-""(D%01#-"*=(3%1D(/'13#",(-"*4D(%/0'1
| P®%#&*2(&%01"%).1%#/(%/(&'-"'(DY%01#-"*=(#5(/"13#",(
0'00%#/0(&*1*
I <+'*"%#(Z(6D*"*+1"%01%+0(%/(678
I Use HTTP for port scanning

5000

and sending spam

4000 |

I Scan web proxies
| Botnet flows are 0.54% of total 3000

—

sessions S

1000
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I-$/['0*A# " * &) #>&+HH"*+) . #
]

Z DEVCOM

Questions: e
* RF communications ®,
— What RF links on the blue-force vehicles ®
that the on-board devices will use to O

O

O

communicate with the devices at the FOB?
* Range, bandwidth, link stability of the RF links

LEGEND

Blue-force vehicle
Decoy

Blue-Force FOB node

Decoy FOB node
Virtual blue-force node

Virtual decoy node

to support reachback to the FOB

— What RF links are to be used on the decoy
devices?

» Other than ISM band push-to-talk, any other
RF links on decoys supporting reachback to
the FOB such that remote monitoring or cyber
deception may be performed? ..

Virtual FOB at the
demo venue
(indoor or outdoor)

« Decoy devices (single board
computers?)

— If RF links on decoys support reachback to
the FOB, is it possible to run software on
the decoys?

 Demo logistics

— What are the key points to be

demonstrated?

betwéen the
twd’sides
/

UNCLASSIFIED
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A virtual simulated network with
connections to physical nodes
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"; "#$%&'()*$+()", $"'$-* #+)-'/0* E"E eon

I ?)-))" %$&)%?",.

—_—

o

P
P

2

U & T TUTTUTTUTTUTTUT W TVTTVTTUT

o

. What are you trying to do? Articulate your objectives using absolutely no jargon. What is the
problem? Why is it hard?

B2=Q)1%&8R32=559$5=31'85)&24) T1%'42&U%4)83)&9T425&2Q)9484;8$3'(); %&55$R$;&8$3'()$94'8$R$;&8%$3'(),43%3 EHEBBYA. 9) D$'48
8&2,48%',
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. How is it done today, and what are the limits of current practice?

01224'8);QU42)94;418$3)582&84,$45)5IRR42)R23=)8>4)R3%%3W$',)%$=$888$3'5N)
#8$'%Q)4'842128838;1549),4&249)83W&295)9484;8%',)4'84212$54)&88&;D);&=1&$,'5X)
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. What’s new in your approach and why do you think it will be successful?
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. Who cares?
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+ Developing adaptive cyber deception approaches enhances network resilience and better positions the Army to face
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Most graph problems suffer from a combinatorial Use of heuristic search algorithms that quickly converge and find

explosion of the number of states with the network  optimum policies that are scalable

growth

Centralized solutions are not appropriate for ad hoc Develop distributed algorithms that converge to the optimum

tactical networks that are distributed systems policies by local estimates, sharing with neighboring networked
devices, and iterative computation

@#="0#."6 A#05..#53#328+H9RP Project end date is FY25.
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(b) A graph representation of the loBT.

 The loBT, an application of loT, can be represented as a graph.

Park, J., Mohaisen, A., Kamhoua, C. A., Weisman, M. J,, Leslie, N. O., & Njilla, L. (2019). Cyber Deception in the
Internet of Battlefield Things: Techniques, Instances, and Assessments; In =>2?7&@./1*&<.)-8/8):8&.)&#)-./5(23.)&
18:0/32A&'7713:(23.)9&B @#!'&=>CDE%&EHURE=CD; &+ (3BIP0&K./8(
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» Goal: Deceive the adversary into misunderstanding the defender’s 0BT network activities
* Accomplishments:
— Formulated the 10BT domain as a graph learning problem from an adversarial point of
view
— Introduced various tools through which an adversary can learn the graph starting with

partial prior knowledge

— Developed machine learning algorithms to show that an adversary can learn high-level
information from low-level graph structures (i.e., number of soldiers, their proximity, and
the number (and type of) assets in the network

— Developed a powerful n-gram based algorithm to obtain features from random walks on
the underlying graph representation of loBT

— Provided microscopic & macroscopic approaches that manipulate the underlying loBT
graph structure to introduce uncertainty in the adversary’s learning

— Successfully demonstrated our approach’s effectiveness through various analyses and
evaluations.
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Adversary’s strategy using random walk and n-grams

Park, J., Mohaisen, A., $%&'()% "#*I#+!"#>-0.&%="#8!#6!"#,-./0-"#11#2! & Njilla, L. (2019). Cyber Deception in the Internet of
Battlefield Things: Techniques, Instances, and Assessments. In 20th World Conference on Information Security Applications (WISA

2019), August 21-24, 2019.
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