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Introduction	

Cyber	 Security	 programs	 continue	 to	 expand	 across	 universities	 creating	 their	

own	 academic	 silos	 in	 response	 to	 growing	 workforce	 demands	 for	 cyber	 security	

professionals.	 Strong	 industry	 growth	 justifies	 this	 growth	 pattern	 in	 cyber	 security	

programs.	 These	 programs	 continue	 to	 turn	 out	 specialists	 that	 support	 the	 market	

demand.	

However,	a	growing	chorus	have	observed	the	need	to	break	down	silos,	and	are	

also	 calling	 for	 cross-disciplined	 approaches	 to	 solving	 cyber	 security	 problems	

(Peltsverger,	2015;	Rowe,	Lundt	&	Eckstrom,	2011;	Crowley,	2003).	Disciplines	such	as	

law,	 psychology,	 sociology,	 resilience,	 reliability,	 statistics,	 data	 science,	 international	

studies	 and	 others	 are	 becoming	 increasingly	 intertwined	with	 cyber	 security	 (Ibid).		

The	 existent	 cyber	 security	 programs	 across	 accredited	 universities	 overwhelmingly	

continue	 to	offer	 the	 same	courses	 in	penetration	 testing,	policy,	 reverse	engineering,	

risk,	 forensics,	 management	 and	 computer/network	 architecture;	 thus,	 Peltsverger’s	

study	of	2015	is	still	very	applicable	today.	

	 In	 order	 to	 support	 the	 growing	 need	 for	 cross-discipline	 cyber	 security	

professionals,	accredited	cyber	security	programs	will	need	to	update	their	focus	to	not	

only	embrace	other	academic	disciplines,	but	also	to	understand	how	those	disciplines	

can	 contribute	 to	 the	 improvement	 of	 cyber	 security	 and	 vice	 versa.	 A	 potential	 first	

step	in	this	journey	may	begin	with	the	offering	of	a	security	architecture	course,	where	

students	 are	 forced	 to	 acquire	 a	 cursory	 knowledge	 of	 other	 disciplines	 in	 creating	 a	

workable	security	solution.	

	 Traditional	 architects	 combine	 knowledge	 from	 various	 disciplines	 in	 order	 to	

design	 structurally	 sound	 buildings	 (Savold,	 Dagher,	 Frazier,	 &	 McCallam,	 2017).	

Similarly,	 security	 architects	 use	 skills	 learned	 in	 other	 disciplines	 to	 create	 robust	

network	security	solutions	that	support	organizational	goals.		Creating	strong	defensive	

networks	in	support	of	a	mission	requires	a	mix	of	breadth	and	depth	in	the	skill	set	of	

the	network	architect	(Triolo,	2014).		

Background	

		 Academia	 silos	 exist	 because	 expertise	 is	 gained	 through	 research	 that	 focuses	

on	 a	 specific	 discipline	 while	 excluding	 others.	 Studies	 are	 purposefully	 tightly	
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restrained	to	allow	the	researcher	to	focus	on	a	specific	problem.	Variables	are	limited,	

so	that	results	or	findings	can	be	generalized	for	application	where	the	same	variables	

appear	in	different	environments.		Thus,	cyber	security	would	naturally	follow	the	same	

structural	pattern.	This	ultimately	leads	to	cyber	security	professionals	who	are	unable	

to	effectively	communicate	with	other	groups	in	the	workplace.	

Cyber	 security	 programs	 have	 responded	 to	 industry’s	 demand	 for	 skillsets.	 	 This	

approach	showed	initial	successes.		However,	like	nursing	where	professionals	initially	

took	 care	 of	 patient’s	 immediate	 needs,	 programs	 evolved	 to	 include	 increasing	

numbers	of	courses	and	disciplines	(psychology,	chemistry,	sociology,	kinesiology,	etc.)	

in	order	better	prepare	nurses	for	their	jobs.	So	too,	cybersecurity	curricula	must	evolve	

to	 include	 other	 disciplines	 with	 the	 goal	 of	 improving	 the	 students	 for	 the	 future	

workplace.		

Cyber	security	is	increasingly	being	asked	to	support	other	disciplines	(law,	finance,	

psychology,	 sociology,	 etc.)	 yet	 the	programs	 are	not	 reflecting	 this	 in	 their	 curricula.	

This	 failure	 to	 adequately	 support	 other	 disciplines	 further	 isolates	 cyber	 security	

professionals	 and	 may	 limit	 the	 students	 to	 becoming	 industry	 commodities.	

Commodities	 are	 quickly	 picked	 up	 and	 discarded	 this	 can	 be	 problematic	 for	 career	

growth.	

These	factors	increasingly	suggest	the	need	to	restructure	cyber	security	

programs	away	from	the	silo	approach	and	into	the	cross-disciplined	approach.	The	

overall	problem	facing	educational	institutions,	and	students	is	that	accredited	

programs	may	not	adequately	prepare	their	students	for	cybersecurity	workforce	

challenges	where	diverse	skill	sets	are	becoming	increasingly	important.	The	general	

problem	is	the	universities	are	focusing	on	technical	rather	than	the	holistic	education	

of	the	cybersecurity	learner	when	the	workforce	has	a	growing	need	for	the	holistic	

cybersecurity	professional	(Triolo,	2014).			

Proposed	Solutions	

	 There	are	several	potential	solutions	to	the	cyber	security	silo	problem	and	each	

one	warrants	discussion.	The	proposed	solutions	are	not	limited	to	those	discussed	here	

and	 are	 likely	 highly	 situational.	 In	 some	 cases,	 some	 institutions	 may	 find	 some	

programs	unworkable,	for	this	reason	these	are	suggestions	not	requirements.	

1. Create	a	liaison	position	in	the	departments	that	interacts	with	other	disciplines.		

This	 approach	 would	 entail	 hiring	 a	 liaison	 who	 reaches	 out	 to	 different	
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departments	and	works	to	define	the	necessary	courses	to	make	cyber	security	a	

joint	major	with	the	available	disciplines.	

2. Embed	departments	 together	 for	work	on	a	 common	goal.	 	An	example	of	 this	

approach	 occurs	 at	 Cardiff	 University	 in	 Wales	 where	 criminal	 justice,	 cyber	

security,	 data	 science,	 psychology,	 computer	 science	 exist	 in	 teams	 that	 work	

together	in	solving	common	research	problems.	

3. Require	 cyber	 security	 to	 be	 a	 dual	major	 or	 joint	major	 at	 the	undergraduate	

level.	 	 This	 would	 force	 cyber	 security	 students	 to	 understand	 how	 cyber	

supports	 other	 disciplines	 and	 communicate	 with	 personnel	 in	 a	 manner	 that	

demonstrates	an	understanding	of	the	discipline..	

4. Create	distinct	curriculum	for	cybersecurity	majors	that	include,	but	not	limited	

to;	cybersecurity	risk	assessment,	creating	policies,	third	party	risk,	and	network	

security	architecture.	

5. Create	cybersecurity	curriculum	for	all	disciplines	to	take	before	taking	curricula	

in	 specific	 disciplines.	 	 See	 figure	 1.	 Additionally,	 we	 could	 create	 common	

cybersecurity	 curriculum	 before	 discipline	 specific	 curriculum	 and	midway	 or	

end	of	discipline	specific	curriculum,	see	figure	2.	

	

	
Figure	1:	Common	cybersecurity	curriculum	



	
	

	 4	

	
Figure	2:	Common	cybersecurity	curriculum	before	and	midway	and/or	end	of	

curriculum	

	
Specialized	 roles	 such	 as	 penetration	 testers	 and	 reverse	 software	 engineers	

provide	 an	 entry	 point	 into	 an	 organization,	 but	 generally	 speaking	 not	 professional	

growth	opportunities	Triolo	 (2014)	noted	 that	 attackers	 need	 to	 be	 correct	 once	and	

defenders	 need	 to	 be	 correct	 every	 time.	 A	 certain	 set	 of	 skills	 must	 bridge	 the	 gap	

between	attacker	skills	and	defender	skills.	

“Security	 architects	 design,	 build	 and	 oversees	 the	 implementation	 of	 network	

security	for	an	organization”	(“Become	a	security	architect”,	n.d.).	The	security	architect	

is	 entrusted	 to	 create	 a	 solution	 that	 reflects	 a	 deep	 technical	 knowledge	 of	 security	

products,	 and	 how	 to	 integrate	 those	 products	 in	 support	 of	 organizational	 goals.	

Solutions	are	complex	and	must	work	(Ibid).	This	mix	of	 technical	skills,	management	

skills	 and	 people	 skills	 are	 unique.	 Introducing	 this	 mix	 of	 skills	 in	 cyber	 security	

programs	 as	 a	 foundational	 course	 would	 provide	 a	 foundation	 for	 a	 wider	 path	 of	

experiences	for	students	and	a	potential	bridge	for	those	wishing	to	focus	on	policy.	

Security	professionals	are	frequently	reminded	to	“bake	in”	security,	not	“bolt	it	

on”.	This	security	by	design	must	be	engineered	to	the	environment	and	processes	that	

the	 security	 solution	 supports.	 Designing	 in	 security	 requires	 other	 disciplinary	

knowledge	outside	of	the	traditional	technical	areas.		

Many	 universities	 and	 colleges	 participate	 in	 capture	 the	 flag	 cyber	 challenges	

that	require	participants	to	act	as	both	attackers	and	defenders	(Manson	&	Pike,	2014).	

These	 exercises	 are	 primarily	 focused	 on	 vulnerability	 exploitation,	 with	 prevention	
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being	covered	as	a	reaction	to	attack	signatures	(Manson	&	Pike,	2014).		In	some	cases	

the	 cyber	 challenges	 require	 teams	 to	 build	 resilient	 solutions,	 but	 once	 again	 these	

solutions	are	designed	to	withstand	known	attacks	in	general.		Creating	and	building	of	

defences,	in	this	arrangement,	becomes	an	ad-hoc	process	that	lacks	rigor.	

Conclusion	

The	changing	nature	of	problems	requiring	cross-discipline	approaches	to	cyber	

problems	 will	 force	 change	 in	 educational	 institutions	 programs.	 These	 changes	 will	

need	 to	 recognize	 the	 importance	 of	 other	 academic	 disciplines	 in	 creating	 the	 next	

generation	 of	 cyber	 security	 professionals.	 This	 paper	 put	 forth	 suggestions	 to	 offer	

potential	ways	forward.	
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