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• We introduce a frequency-based ensemble feature selection framework using

multiple XAI methods (SHAP, LOCO, PFI, DALEX) to enhance intrusion detection.

• We evaluate our approach on the CICIDS-2017 dataset with four machine learning

models, demonstrating improved accuracy, precision, and efficiency.

• We release our source codes of the ensemble feature selection framework to the

community, serving as a baseline for XAI-based feature ensemble in network

intrusion detection and encouraging further development with new models.

• The research addresses the challenge of high-dimensional network traffic in

Intrusion Detection Systems (IDS) and the need for efficient feature selection.

• It utilizes explainable AI (XAI) methods such as SHAP, Leave-One-Covariate-Out

(LOCO), Profiled Weighting(ProfWeight), Permutation Feature Importance (PFI),

and DALEX to improve interpretability and feature importance ranking.

• The study introduced frequency-based ensemble approach to identify the most

critical features, enhancing detection accuracy and computational efficiency.

Introduction

• Traditional Intrusion Detection Systems (IDS) struggle with high-

dimensional data, leading to inefficiencies and reduced detection accuracy.

• Explainable AI (XAI) methods help address this issue by providing

transparency, enabling better decision-making in network security.

• An ensemble-based feature selection approach enhances accuracy,

interpretability, and computational efficiency for IDS.
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Top 10 Features Selection By XAI Methods and Features Ensemble Selection

• Development of a novel frequency-based ensemble feature selection framework,

integrating multiple XAI techniques to improve feature ranking in network IDS.

• The study demonstrates that combining multiple XAI-based rankings enhances model

performance, providing a more reliable approach to feature selection for IDS
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