
OVERVIEW

Given Deepseek's distinctive functionalities and increasing adoption, a 
comprehensive mobile and network forensic investigation of the 
Deepseek application is warranted to assess its data handling 
practices and identify potential security and privacy vulnerabilities. 
Initial forensic analysis has revealed recoverable mobile artifacts and 
observable network traffic patterns, highlighting the app’s forensic 
relevance and the necessity for deeper investigation.
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APPENDIX

DISCUSSION

REFERENCES

Our investigation followed NIST[1] instructions with five stages：
Device preparation, data population, data acquisition, data analysis 
and Report.

Methodology

1. Differences in response based on censorship, devices, app version and
models.
2. Restrictions on memory for each communication
3. Location usage is different from ChatGPT, Gemini and Copilot.

[1] R. Ayers, S. Brothers, and W. Jansen, “Guidelines on mobile device
forensics,” 2014-05-15 00:05:00 2014
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