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Software Signing Industrial Adoption and Challenges

Figure 1. A typical software signing workflow.
Figure 2. Schorlemmer etal’s [1] software signature measurement study (IEEE S&P 2024): open-source 
packages are mostly unsigned, and the percentage of good quality signature mostly fluctuates. 
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Software Signing Tooling Usability Analysis
An industry interview study of software signing for supply chain security. 

Proceedings of the 34th USENIX Security Symposium (USENIX Security 25).
Why Johnny Signs with Sigstore: Examining Tooling as a Factor in Software Signing 

Adoption in the Sigstore Ecosystem (Under Review).

Background: How Software Signing Works Motivation: State of Software Signing

v Qualitative
Interviews - N = 18

v Framework and
Thematic Analysis

Figure 3. Methodology to study industrial practices of software signing Figure 4. Methodology to study the usability of software signing tools

1. Establishing trust metrics in open
source with software signatures.

2. Signature verification in the
software engineering process .

3. Cross-ecosystem software
signature interchange.

Figure 5. Our refined software supply chain factory model highlighting different points 
where software Signing is used in practice and how many practitioners who did use them.

Figure 5. Practitioner-Reported Advantages of Sigstore and difficulties in using Sigstore. We indicate the associated usability 
factor of each category of weakness using – T-technology, P- social/human, O-organizational, M-macroenvironmental factors.

Figure 7. Reasons 
Practitioners 
Choose or Switch 
to Sigstore
Before Adoption.

Refined Supply Chain Factory Model Problems & Strengths of Software Signing Tool (Sigstore)

Challenges Affecting Software Signing Implementation in 
Practice.

Why Practitioners Switch Software Signing Tools

1. What are the software signing
practices employed in industry?

2. Challenges to software signing
in practice.

3. Usability evaluation of current
software signing tools.

Problem Statement

Strength Problems

Figure 6. Challenges to software signing implementation in practice. We categorize related 
challenges into – Technical, Organizational, and Human challenges.
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