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What is a Proof of Work?

The prover runs 𝑷𝒓𝒐𝒗𝒆𝑯 𝝌, 𝑵 → 𝒄
The verifier runs 𝑽𝒆𝒓𝒊𝒇𝒚𝑯 𝝌, 𝑵, 𝒄′ → {𝒕𝒓𝒖𝒆, 𝒇𝒂𝒍𝒔𝒆}

➢ 𝐻 is a random oracle

➢ 𝜒 is an input string

➢ 𝑁 is a security parameter

➢ 𝑐 is the certificate

➢ 𝑐′ is a potential certificate

What is a Memory-Hard Proof of Work?

The prover runs 𝑷𝒓𝒐𝒗𝒆𝑯 𝝌, 𝑵 → 𝒄
The verifier runs 𝑽𝒆𝒓𝒊𝒇𝒚𝑯 𝝌, 𝑵, 𝒄′ → {𝒕𝒓𝒖𝒆, 𝒇𝒂𝒍𝒔𝒆}

Perfect Completeness: 

Pr VerifyH 𝜒, 𝑁, ProveH 𝜒, 𝑁 = 𝑡𝑟𝑢𝑒 = 1

(𝝐, 𝑪)-Soundness:

Pr 𝑉𝑒𝑟𝑖𝑓𝑦𝐻 𝜒, 𝑁, 𝐴𝐻 𝜒, 𝑁  𝑎𝑛𝑑 𝑐𝑚𝑐 𝐴𝐻 𝜒, 𝑁 ≤ 𝐶 ≤ 𝜖

What does it mean to be Memory-Hard?

𝐻: {0,1}𝑧 → {0,1}𝜆 is a random oracle/perfect hash function

Computation of algorithm 𝐴 occurs over 𝑦 rounds which make 

a batch of queries 𝑄𝑖

Receive back 𝐻 𝑄𝑖 = 𝐻 𝑥𝑖,1 , … , 𝐻 𝑥𝑖,𝑗  and old state 𝜎𝑖

We measure cumulative memory complexity:

𝑐𝑚𝑐 𝐴𝐻 … = 

𝑖=1

𝑦

|𝜎𝑖|

Memory-Hardness is more egalitarian.

Label a Graph

Label a Merkle Tree

Answer Challenges

ℓ𝑣 = 𝐻 𝜒, ℓ𝑣1
, … , ℓ𝑣𝑘

𝐺𝑟𝑒𝑒𝑛 if internally consistent

𝑅𝑒𝑑 otherwise

𝑃𝑖 pebbles the green graph

Honest Provers must:

ℓ𝑠 = 𝐻 𝑠, ℓ𝑠||0, … , ℓ𝑠||1

Extract from a queries.

⊥ if no such query.

𝑐𝑖 = 𝐻 𝜒, 𝑖, 𝜏  𝑚𝑜𝑑 𝑁

We prove that:

You can extract a prediction 

of 𝑃𝑖  oracle queries from 

any state 𝜎𝑖 of 𝐴, impossibly 

compressing the random 

oracle 𝐻.

We show that:

Our protocol is sound when instantiated with a 

depth-robust graph.

Instantiating with DRSample:

With high probability, any prover which outputs a valid certificate 

for our construction must have cumulative memory cost at least 

𝑂
𝑁2

log 𝑁
. 
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