
SoK: A Defense-Oriented Evaluation of 
Software Supply Chain Security

Eman Abu Ishgair†, Marcela S. Melara‡, Santiago Torres-Arias†
† Purdue School of Electrical and computer Engineering , ‡ Intel Labs

The software supply chain comprises a highly complex set of operations, processes, tools, institutions and human factors involved in
creating a piece of software. Several high-profile attacks that exploit a weakness in this complex ecosystem have spurred research in
identifying classes of supply chain attacks. Yet, practitioners often lack the necessary information to understand their security posture
and implement suitable defenses against these attacks. We argue that the next stage of software supply chain security research and
development will benefit greatly from a defense-oriented approach that focuses on holistic bottom-up solutions. We introduces the
AStRA model, a framework for representing fundamental software supply chain elements and their causal relationships. Using this
model, we identify software supply chain security objectives that are needed to mitigate common attacks and systematize knowledge
on recent and well-established security techniques for their ability to meet these objectives.
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Actors: Any organization, institution or individual involved with
any aspect of the of software supply chain. Actors are often
identified via digital credentials such as cryptographic keys.
Artifacts: A unit of digital information that is required for the
creation, configuration and evaluation of a piece of software. An
artifact is typically represented as a file or a collection: package,
a Docker image, a source code file.
Resources: Any software component, service or hardware
component used in the creation, configuration, or evaluation of
an artifact. Examples of resources include Git, CI/CD services
such as GitHub Actions, or the OS used to build an artifact.
Steps: A step refers to a specific task or operation that creates,
evaluates or distributes a software artifact. In practice,
principals use resources to carry out steps.
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To reason about SSC defenses, we introduce AStRA model
that represents a specific SSC structure as a DAG in which
Artifacts, Step, Resources and Actors are vertices and the
edges between them represent their relationships.
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To use AStRA model for
software supply chain security
assessment, we need to ensure
two properties: Generality
generality as the ability of model
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Our systematization leverages
the AStRA model and groups
defenses by each component of
the software supply. For each
component, as well as the DAG
topology as a whole, we identify
various security objectives that
are needed to mitigate common
attacks and discuss different
academic and industry
approaches seek to meet these
objectives (Table).
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to represent any supply chain, and Completeness the ability to capture every threat for
every supply chain modeled. To evaluate generality, we used our model to represent popular
software supply chains that was a target for high profile attacks, figure below represent
SolarWinds SSC. To evaluate completeness, we perform a comparative analysis of the
AStRA model objectives, and 72 attacks listed in the IQT Labs dataset. We explicitly map
each desired security objective to mitigated attack classes.
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