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Main Results

Illustrative ExampleProblem Formulation
 Problem Statement

• DoS attacks can randomly disrupt the communication networks modeled, where
the attacks are modeled as the Markovian process, i.e., the network topology
randomly switches according to a specified transition probability.

• To make realistic attack scenarios, we assume that the entries of the transition
probability matrix, , are partially known.

• A virtual leader-following distributed control protocol with bounded but time-
varying delay, , is assumed.

Figure 2. A schematic showing the structure of the MAS (w/ formulation)
and potential risks associated with the MAS under DoS cyberattacks.

 Results
• Our method proposes an affordable way to evaluate the risk by using the reachable

sets and geometric operations among the sets.
• The union (blue) of the projected over-approximated reachable sets of the DoS-

attacked case is larger than that of the attack-free case for every time instance.
• In the attack-free case, the summation of the area of the intersection ellipses (red)

at t = 18s is computed as 32.68m2, while that of the attacked case is computed as
72.79m2. The intersection reachable sets increase over two times, which reveals an
increased probability of inter-agent collisions.
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Fig 3. Trajectory of MAS (top left); network topology change in DoS attack case (top middle);
network topologies (top right); over-approximated reachable sets at t = 18s in attack-free case
(bottom left) and in DoS attack case (bottom right).

 System Vulnerabilities of Multi-Agent Systems against Cyberattacks
• Multi-agent systems (MASs) heavily rely on the communication between agents.
• The heavy reliance of MASs on inter-agent communication can potentially lead to

system vulnerabilities to cyber threats that hinder communication.

 Limitations of Previous Studies
• Counterattack strategies have been mainly using reactive approaches.
• Operators or mission planners should assess associated risks and prevent a system

from potential vulnerabilities in a proactive manner rather than naively applying
robust control and using reactive strategies.

 Objectives
• Propose a new proactive method to handle Denial-of-Service (DoS) cyberattacks.
• Design a consensus control law and quantify the risk of DoS attacks on MASs.

Data Fabrication Attacks 
(Deception)
• Spoofing (e.g., GPS, ADS-B)
• Replay attack
• Byzantine attack
• Sybil attack
• Command/Control modification

Communication Attacks 
(Disruption)
• De-authentication attack
• Jamming
• Denial-of-Service

Data Interception Attacks 
(Disclosure)
• Eavesdropping
• Man-in-the-middle
• Unauthorized access
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Figure 1. Various types of cyberattacks on MASs

Intersection of reachable sets
-> Warn collisions between agents

Union of reachable sets
-> Mission safety violation

Distributed consensus control law
- Resilient consensus control law for DoS attacks

Virtual Leader
- Generate a reference trajectory

Agents
- Follow the leader
- Stochastically norm bounded disturbances

DoS Attack models
- Attacks cause topological changes of the

communication network (Stochastically
switching networks)

- Partially known transition probability
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 Stabilization under DoS attacks
• From the equations given in the problem formulation section, we can obtain:

• A distributed consensus gain that stabilizes the error dynamics (1), i.e., yields
the bound error of the MAS with the bounded disturbance :

 Reachable set computation for Markov switching system
• Compute ellipsoidal over-approximated reachable sets of the switching error

dynamics (1) following Markov process
• Project the error ellipsoids to the agents and quantify the risks at the agent and

system levels using geometric operations, i.e., the union and intersections
 Theorems
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