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Introduction Results

* Autonomous vehicles (AVs) are vulnerable to many cyber-attacks, which might cause them Overall Performance of Al models
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P y XAl Explanations vs Black Box Al Models

Al models have good prediction accuracy in various autonomous driving sectors, but their Sl e S e Esea e N e ST VS e )
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* Propose an end-to-end XAl framework offering global and local explanations that provide Evaluation on Independent Classifiers
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Evaluation Key insight: Compared to six baseline methods across Al models, the novel feature
selection methods excel in DT and AdaBoost models. They also improve precision, recall,

Statistics of two datasets SHAP on VeReMi dataset Kev insight: and F1-score for anomaly detection in most of the models.
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TABLE 3: Description of main fesjlu-res of VeReMi dataset. e the AI mOdeIS

pos_x The x-coordinate of the vehicle position
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pos_z The z-coordinate of the vehicle position
spd_x Speed of the vehicle in the x-direction (d) KNN (e) SVM (f) AdaBoost

spd_y Speed of the vehicle in the y-direction
spd_z Speed of the vehicle in the z-direction LIME On Sensor dataset
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Protocol 1-10000 Checks for the correct order of communication messages Protocol > 0.85
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(a) Example of a local explanation for correctly predicting an
anomalous AV from the Sensor dataset.
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