CERIAS

The Center for Education and Research in Information Assurance and Security

Global and Distributed Reproduction Numbers (DRNs) of a Multilayer SIR Model

Joseé I. Caiza, Junjie Qin, Philip E. Pare
Purdue University, School of Electrical and Computer Engineering, West Lafayette, IN, USA

Objectives

computer network
based on the global reproduction number

behavior of the virus at the node level

 Propose a novel model that captures the spread of a virus Iin a
 Provide conditions to predict the transient network-wide behavior

 Define the DRNs and leverage their information to predict the

Model

Networked Behavior from LERNSs

Assume the virus has not been eradicated from the system. The
following claims hold:
* |If R;(t) > 1 for all users and servers, then R(t) > 1
* |f R;(t) =1 for all users and servers, then R(t) =1
* |f R;(t) <1 for all users and servers, then R(t) < 1

Infrastructure Network proposed in [1]:
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server network

Multilayer Susceptible-Infected-Recovered (SIR) virus model with an

SIR networked model coupled with a

Reproduction Numbers

f

 Users DRNs (pair-wise)
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* Local Effective Reproduction Numbers (LERNS)

Ri(t) = Ri(t)

jevV

Reproduction Numbers determine virus transient behavior:
* Global Behavior: R(t) > 1 (growth), R(t) < 1 (decay)
* Local Behavior: R;(t) > 1 (growth), R;(t) < 1 (decay)

+  Global Effective Reproduction Number R(t) = p(H(s(t))D7 " By)

Simulation
- -
ﬁ * Virus dies out In both the user
3 and server network

* R(t) is monotonic, R;(t) can
be non-monotonic

 R(t) crosses one much earlier
than when all the LERNS are
below one, I.e., the Iinfection
Is still Increasing In more
than half of the nodes

User’s Network

Server Network
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R;(t) > 1 for all users and servers (blue region)
R;(t) < 1 for all users and servers (yellow region)
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