
Gamification, or the application of game-like elements to non-game scenarios, and serious 
games, or games with a focus on learning, have proven to be an effective tool in teaching. 
Gamification has been shown to have a positive effect on student engagement, motivation, 
interest, enjoyment, conceptual understanding, skill development, and speed of mastery. 
According to the constructivist learning theory, learning occurs more effectively when 
students are actively involved in the knowledge construction process compared to 
passively receiving information [4]. Gamification is one method of providing hands on 
experience and active engagement to students, thereby helping to improve their 
knowledge construction. The field of cybersecurity has proven to be especially conducive 
to gamification, and research has found that applying game-like elements to cybersecurity 
trainings have increased participants skills, involvement, interest, and enjoyment. It allows 
students to develop their skills and knowledge through experiences that emulate real 
world scenarios, increasing the applicability of their knowledge. The higher cybersecurity 
proficiency developed through gamification can directly translate to an improved ability to 
detect and respond to cybersecurity incidents and improve critical decision-making skills. 
This project examined applying gamification to incident response to better help 
cybersecurity students and professionals develop the technical and decision-making 
skills required to effectively respond to cybersecurity incidents.

BACKGROUNDSUMMARY

Roguelike – popular gaming platform. Provides 
randomized game maps and scenarios and 
permadeath.

Mitre ATT&CK Framework – cybersecurity 
standard used to analyze and categorize incidents. 
Used to breakdown case studies for Code Blue.

Backdoors and Breaches – Incident Response 
card game by Black Hills Security and Active 
Countermeasures used as a reference for gameplay 
structure.

NIST Cybersecurity Framework – used to 
supplement the defensive actions and tools players 
can utilize in gameplay.
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Gamification, or the process of applying 
game-like elements to non-game 
scenarios, has been shown to increase 
learners’ skill and knowledge mastery, 
motivation, interest, and enjoyment. 
Applying gamification to cybersecurity 
incident response would allow learners 
to develop the technical and decision-
making skills required to effectively 
detect and respond to cyber incidents 
in a more accessible and appealing 
format. This project looks at improving 
cybersecurity education through 
gamification. The solution we’ve 
developed utilizes Roguelike games to 
provide a randomized scenario in which 
students can practice incident response 
in real-world like conditions.

Code Blue Opening Screen Code Blue Gameplay – Stopping Malicious Activity Code Blue Gameplay – Using Items

CASE STUDY - SOLARWINDS
MITRE ATT&CK ANALYSIS MITRE ATT&CK MAPPED TO GAMEPLAY FRAMEWORK

CODE BLUE GAMEPLAY

KEY ELEMENTS

Code Blue – Gamification of Incident Response
Olivia Anderson and Nicole Hands, Department of Computer Information Technology

Adapted from 
https://www.socinvestigation.com/solarwinds-
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