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Introduction

* The research focuses on the increasing need for artificial intelligence (Al) technigues iIn
Intrusion detection systems (IDS) due to the rising number of network intrusions.

* The utilization of explainable Al (XAl) methods is crucial for enhancing the transparency
and interpretability of Al models in real-world IDS.

* The study introduces an end-to-end framework for evaluating black-box XAl methods for
network intrusion detection, aiming to provide insights into the strengths and limitations of
these techniques.

Motivation

* The lack of interpretability in current Al-based IDS poses challenges for security analysts,
requiring them to sift through large volumes of data to identify abnormal behaviors.

e Achieving high accuracy in results and providing comprehensible explanations for Al
algorithms are essential in network intrusion detection to build trust and understanding
among security analysts.

« XAl frameworks play a vital role Iin assisting analysts by elucidating Al decisions,
facilitating efficient investigations, and ultimately saving time for human security analysts in
network security tasks.

Our Contribution

 The research proposes an end-to-end framework for evaluating XAl techniques for
network intrusion detection tasks, assessing both global and local explanations.

« Six different evaluation metrics are analyzed for two popular black-box XAl techniques,
SHAP and LIME, under three network intrusion datasets and seven Al models.

* The source codes of the evaluation framework are released to the community, serving as a
baseline for XAl evaluation in network intrusion detection and encouraging further development
with new datasets and models.

Framework

High-level Datascts == Blackbox Al s XAl Methods #X/\l Evaluation

Results

Descriptive Accuracy

0.9
LOD T @~ = ==SsWSSSTooIIIIQITIIIIIIIIIIIIIIG 101 Peemm==== 1 e e - —e- EL
L2 == P NS AN A A A R R A A A S TS I I— L :\ " - M
‘\" - -l o D, oy AR SR N — i\ "1"\\ -m- LghtGBM
0,95 o - ——— e -== 0.8 L —#- SUM
“-‘_‘ ' "iﬁ , MLP
~ -®- RF -®- AF 0 k. *= KNN
3 0.90 h't‘ —M= _DNN a.‘ —%- DNN a.. 'ﬁ:.,\ N\:.\ 'nu\ ADA
[ % -m- LGEM o 081 m- LGBEM o o7 W "’\“ K
5 0.85 To= SV 15 N = VM E b\ ;
S MLP U MLP o A
Hu KNN U KNN Wt " .,
< 0.80 Ll ADA, < o7 ADA < o6 \ < ~
% \ L .. - : s
’ - LU TR
0.75 e =l \}‘!' _____ o ol T T S S S 0.6 0.5 "1.-. \\ -H"':—-__‘__-_ l‘:‘-..
1 — L T h -
__________________ b-—-——- -"_---T--“l-'——._,__- = il
________ =g
0.70 : . . : . . . . . i . . ' . . . . : ' ' ; ] . . .
0 10 20 30 40 s0 60 70 00 25 S0 75 100 125 150 175 200 0 10 20 30 40 50 60 70 80
Features Features Features
c¢) NSL-KDD
(a) CICIDS-2017 (b) RoEduNet-SIMARGL (c)
R PO - S = -®- RF 1.0 1 -@- RAF o
PSS o /i_:,j»‘f/* -%- DNN ’ DNN o _.,f"?
o ol . o -3 — e 4
. 7, -m- LGBM L2 -m- LGBM Y i ' 4
0.8 ’, > Lo 081 —@- sYM - 0.8 1 —®- SVM ‘,; 23 £/
) ! T T v MLP 7 dF W ADA R /
5 s N £ S || S/ 5 o P v
b‘; 0.6 + - ” =3 £ ',' g 0.6 ADA ,’X/I, ",./ /,' “ 0.6 MLP - :/ ; = .
/ 7 ! / , - / ,’/
Q ,"I .ll,/ / "? /'( Il’ F { ’/ /', g '511 T i
E 0.4 l'/ I’lﬂ /l * e & & l‘/ III ’ // / 2 0.4 "r, ’,,‘
g- II /,/’ ,,"’,, -%- DNN 8 ,' /' ‘, 4‘ 8_ ,’//0” »° o
(Vp) g g ¥ a -m- LGBM ) 3 ,.’,« 0,,’ ) 'o * -7
0.2 Lo A~ -®=- SVM a3 fre® 0.2 P T sl
', ,,‘ ,,:" MLP . )ﬂll,/ /’4-.‘1 ‘o 2 _,f' -
y Pt % ’,—f +~- KNN /:!,' ."/’ '/",’
0.0 4 2™~ - ADA ¢ @ 0.0 s
1 ! ! ! ! ; 0.0 +— : L | L ' + + ! ‘
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Threshold Threshold Threshold
(a) CICIDS-2017 (b) RoEduNet-SIMARGL (c) NSL-KDD
Dataset (XAI Method) RF  DNN LGBM  ADA MLP SYM  ENN SHAP Efficiency (Samples x Hours) | RF DNN LGBM MLP ADA SVM KNN
CICIDS-2017 (LIME) 00 100 .00 00 100 095 099 100 0.0010.001  0.001 0.014 0.129  0.041  1.104
CICIDS-2017 (SHAP) 0.35 050 0.65 100 028 100  1.00 00 0.0020.004  0.001 0.925 3.557  0.841  28.33
RoEduNet-SIMARGL2021 (LIME) | 1.00 0.0 1.00 100 100 1.00  1.00 2500 0.011 0.029  0.002 21.18  99.00 2087  706.0
RoEduNet-SIMARGL2021 (SHAP) | 1.00 040 0.60 100 100 1.00  1.00 10000 0.046  0.306  0.006 385.0 1512 3430 1654
NSL-KDD (LIME) 1.00 .95 0,90 .90 0.95 0.65 {1.80 LIME Efficiency (Samples x Hours) | RF DNN LGBM MLP ADA SVM KNN
NSL-KDD (SHAP) 1.0 0.95 1.0 0.95 1.00 1.00 0.85 1000 (RoEduNet-SIMARGL2021 ) 1.401 1.452 1.423 1.466 1.416 1.483 0.333
1000 (CICIDS-2017) 3812 3766 3.750 3.855 3956 3816 15.81
1000 (NSL-KDD) 2287  2.110 2.337 23890 2478 3.112 12.87
SHAP Local Efficiency (Minutes) 0.001  0.001 0.001 0.001  0.001 0.001 0.001
LIME Local Efficiency (Minutes) 0.351 0311 0.294 0284 0.294 0.306 0.357
Prediction probabilities NOT Denial of Service Denial of Service : i1
< N S.. x)
enial of service NN 1 00 TS - |
None OUT PKTS <=0.00 -
e LOP N AR 4 +o 23 TCP_WIN_SCALE_IN :
IN_PKTS > 0.00 e
1.00 <LAST_SWITC. i TCP_WIN_MIN_IN - Tl
e e G: . oL OUT PKTS . +0.03 TCP_FLAGS ' +0.02
Prediction probabxlmes NOT Denial of Service Dt‘lllﬂl of Service -
eniot ot Service 0] TCP_WIN_SCALE L. TCP_FLAGS ) o0 TCP_WIN_MAX_OUT P oo
Port Scanning QOLIR S = °::°§ TCP_WIN_MAX_OUT ' +0.02 OUT_PKTS . +0.02
None SRC_TOS <=0.00 .
0.00 TCP_WIN_MIN_OUT ' +0.02 TCP_WIN_MIN_OUT ’ +0
0.02 < TCP_WIN_M.. /
008 DST_TOS <= 0,00 L4_DST_PORT l FLOW_ID | +0
—— - LAST_SWITCHED - ' LAST_SWITCHED - I
Prediction probabilities o oo 17 other feat | 17 other features }
< | other features
Denial of Service Q=T W
Port Scanning o DSL_TORY =001 03 04 05 06 07 08 09 10 11 030 035 040 045 050 055 060
None [N 0Bo FLOW_DURATION_. ELAX)] ELAX)
TCP_WIN_MIN OU..| .o .
i i (a) Original (b) 1 Perturbation
0.01
10 10
L0 B Biased L0 B Biased B Biased
08 B Unrelated_1 B Unrelated 08 B Unrelated_1
bs W= Others oe = Others B Others

(=]
[=4]

% Ocurrence
[}
FS

B Biased
H Unrelated
I Others

(==}
L8]

o
=]

15t 2nd Ird
Features Importance Rank

(a) SHAP - Biased

% Ocurrence

nd 3rd

1st
Features Importance Rank

(b) SHAP - Advers.

% Ocurrence

0.2 A

% Ocurrence

(=]
[=4]

[=1]
.

(=}
L8]

nd 3d

1st
Features Importance Rank

(c) LIME - Biased

o
=]

1st and
Features Importance Rank

Ird

(d) LIME - Advers.

Key Takeaways

 Creation of a novel end-to-end framework for evaluating XAl techniques for network
Intrusion detection tasks, assessing both global and local explanations.
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« XAl techniques still need improvement in the six metrics to be applied in a production
environment, but this work is an important step in this direction.

Metric | Descriptive Accuracy | Sparsity | Stability | Completeness | Robustness | Efficiency

SHAP v v v v v v

LIME v v v
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