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d Introduction

3.Fairness Generalization can
guarantee fair detection under
intra-domain and cross-
domain scenarios (detect
deepfakes generated by
unknown forgeries). Enhance
trustworthiness of Al systems
and strengthen Al security.

1.Deepfakes, created through advanced Al techniques,
are highly realistic media that can pose serious threats
like misinformation and poI|t|caI manlpulatlons
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2.Unfairness in Deepfake: detection models have
unfair performance disparities among demographic

groups, such as race and gender.
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public trust, highlighting the necessity of preserving
fairness for secure Al system.
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' Methodology

Objective: Train a fair deepfake detector using S can then generalize to an
unseen dataset while maintaining high detection accuracy.

Train . I Test
[ Disentanglement Learning ] | Fair Learning ] nptimizatinn] |
------------ .""""""""JT"'""""'.""""""“ﬁﬂ[ﬂ+e*}“~:
- : ate
Male-Asian, ! Upate (T pe AdalN | UPdate ot |
FEII'-'.E E I h ; 1; FEEtUI’E i {_.., |ntra.5uhgmup o |
' g | Fusion ! fairess
v L) m *r £
| - 7 W h inter-subgroup - |
& - ¥ CT - : fEII'I'I'ESS E E I
| f{f]! fl 1|_E_,., - s 8 |
—> P _ SR ;"' @5 | [ d
> ¢ (eJleJ)) | 88 |,
N . 1 B i E E | AdalN
Self-reconstruction — h : | Feature
[| co J fﬂ d[] h é L;{E II.-'IaIE White Female-Asian Female-Black i T | Fusion
: ] : | |
, , Cross-reconstruction ' "R '
Female-Black, - S, |
Real { Cq | fi dy ]—T .
' ! e, I 2
______ (9) J, Fake? " Real

Expose demographic features for fairness
and forgery features for generalization.

Disentanglement Learning
1
Liic = ;Zi[llcls + p1Lcon + P2Lrec], pP1, P2 are trade-off hyperparameters.
Classification Loss L ;.: disentangle demographic, forgery features.
Contrastive Loss L_.,,,: enhance the encoder’s representation capabilities.
Reconstruction Loss L,..: ensure the reconstructed image and the original

images are consistent at the pixel level.

Fuse demographic and domain-agnostic
forgery features using AdalN with fair loss.

Fair Learning

Lfgir = MiNpeg 7 4 , | represents user-defined subgroups

e.g., Male-Asian or Female-BIack. /| represents the size of set ], L; is the
subgroup loss. @ € (0,1) is user-predefined hyperparameter.

Flatten loss landscape with sharpness-
aware minimization method.

Optimization

ming (L5 + ALrgir) (0 + €7), 60 is model weights, € is obtained through
perturbing 8 and calculating the gradient of £. The intuition is that the
perturbation along the gradient norm direction increases the loss
value significantly and then makes the model more generalizable in

B Results

Performance of Fairness Generalization

Xception |63 Reshet-30 [64] EfficientNet-B3 |65]
Dataset Method Fairness Metrics(%)) I"-]I-::Ll:li:::u:'[ Fairness Metrics{%)) E'i:“:;:::":': Fairness Metrics(%)) I'i:ft:::]::
Frpr FmeEo Fpp  Foak AUC frer fyaeo Fpp Poar AUC Frpr Fumeo Fpp  Foar AUC
Ori | 34 3l1.31 17.69 11.12 (OB o2 T 469 17.29 983 B85 Dl B3 |8. 78 3321 il.36  26.01 9355
FE++ DAW-FDL 6] 14.06 10.55 10.97 K72 9746 Al.36 Q.74 889 142 D3.23 23.33 2615 2474 21.23 0492
UCE|17] 21.52 1 3.06 1506 (.58 9710 3513 [T 181 805 05.92 .92 330k 3.0 2456 094221
Ours 10.63 B.15 10.41 7.60 098.28 22.70 928 B.72 5.74 97.72 11.1% 20.61 15.40 16.18 95.39
Ori |34 5207 RFNL- 1387 3030 5672 45 84 2h.BY 16.67 2625 SE.(R (2 38 A756 2244 2503 5781
DEDC DAW-FDD [6] | 45.14 35317 1559 14.07 3996 4407 34.14 15.72 2458 B 11 30.73 43.79 18.31 2957 3824
UCE|17] 33.07 44 44 1570 23222 60,03 4339 35.62 1586 19.15 61046 42749 4054 1235 21.13 8BS
Ours 4073 3448 969 1371 61.47 37.17 2778 1094 18.52 59.76 2289 3378 1235  16.73 60.67
Ori | 34 2155 25.65 17.74 5844 62.60 24494 2232 1947 45.62 T0.64 .56 2147 19.15 35932 62 36
Celeb-DE DAW-FDL 6] 22 31 20.60 11.65 4971 69.55 26.82 21.93 20080 47.14 13.70 31.36 21.79 .91 Sl.56 J0.14
UCE|17] 2781 2596 16.51 45.63 T1.73 J2 07 ot 1938  45.15 76.44 24.95 2241 15.14 5848 12.65
Ours 10.62 1277 1504 3601 74.42 11.55  17.01 17.21 2958 78.55 13.00 9.73 521 5574 75.32
Ori |34 3514 28.52 15.31 12.95 74 34 Al 76 26.9] 5.90) 2R 4R T2 3937 85T 20001 1700 T5. 87
DED DAW-FDD [6] | 34.02 2937 1575 [1.31] 71.42 33.05 244 112 2108 T3 3272 2874 17.12 2410 1476
UCE|17] 42 66 3341 .24 19 84 Bl.=E 42 54 33.17 .M 3098 T8.97 36.549 2132 2583 936 1676
Ours 2608 21.37 11.65 837 84.82 2571 20002 234 2560 79.67 2034 2452 1146 511 77.28

Table 1. Comparison with different methods in improving fairness and detection generalization
under both intra-domain (FF++) and cross-domain (DFDC, Celeb-DF, and DFD) scenarios.

» Our method achieves the best performance on all datasets with different
settings of backbones.

Comparison on Intersectional Subgroups
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» Ours leads to a marked reduction in the FPR across all test datasets.

Visualization of Loss Landscape

» With flattening, the
becomes smoother,

landscape
suggesting an

easier optimization path, potentially
training and

leading to better

generalization.

Without loss flattening

With loss flattening

Visualization of the Saliency Map
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Figure 1. (Left) Grad-CAM visualization of Ori’s, DAW-FDD, and ours on the intra-domain dataset
(FF++), and cross-domain datasets. (Right) Visualization of the image, and features.

Ours
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» Our method’s activation region demonstrates a consistent model focus on
facial salient features, irrespective of the dataset.

. Conclusion & Future Work

e We propose the first method to improve fairness generalization in
deepfake detection by addressing features, loss, and optimization.

* Our method outperforms state-of-the-art approaches in preserving
fairness generalization.

In the Future, we aim to preserve fairness generalization while
detecting images generated by diffusion models or GANs.
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