
Shuffle-based Private Set Union: Faster and More Secure
Yanxue Jia, Shi-Feng Sun, Hong-Sheng Zhou, Jiajun Du, Dawu Gu

Presented in USENIX Security 2022

Runtime (in seconds) Communication (in MB)

[KRTW19] 263.476 2470.11
Ours 48.703 1338.79

𝑿 = 𝒀 = 𝟐𝟐𝟎 in LAN setting.

Abstract
• Designed two faster and more secure PSU protocols;
• Proposed and designed a generalized Reversed Private 

Membership Test (g-RPMT);
• Pointed out a security issue in the protocol of [KRTW19] 

and avoided it in our protocol.

X Y
Sender (𝑋) Receiver (𝑌)

knows nothing. Obtains X ∪ 𝑌, but knows 
nothing about X ∩ 𝑌.

Applications:

Our work [KRTW19]

• To avoid splitting set 𝑌;
• To guarantee that set 𝑌 only needs to be processed once.

Design Framework

For each 𝑥! ∈ 𝑋, generate a 𝐼!

Computation and communication 
costs are both 𝑂 𝑚𝑛 !

𝚷𝑷𝑺𝑼𝑹 by Shuffling Set 𝒀 (𝑿 = 𝒀,𝑿 ≫ 𝒀)
Basic scheme

Optimization

Basic scheme Optimization

Performance

bucketing technique

The receiver may know 
which subsets have 
items in 𝑋 ∩ 𝑌, which 
is not allowed in PSU.

This case 
happens with a 
high probability.

Security Issue in [KRTW19]

Joint IP Blacklist
Privacy-preserving 

Database Joint Patient List

…

Two PSU Protocols
𝚷𝑷𝑺𝑼𝑺 by Shuffling Set 𝑿 (𝑿 ≪ 𝒀)
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