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") Our Results in Detail

« Schnorr Signatures: 4k bits long with Theorem (informal).

k bits of security Multi-User Given NV public keys, any attacker making at most ¢ queries can forge a short Schnorr
 Short Schnorr Signatures: 3k bits long ~ Security of signature with probability @((¢ + N)/2*) in the GGM (of order » ~ 2°*) plus ROM.
(truncating hash output) - Short SEhnorr . 1k = 112 (i.e., p ~ 2224) and N = 232 (more than the half of the entire world population),

Questions - Signatures an attacker making at most ¢ = 2%° queries succeeds with probability < ¢ ~ 2777
. y X - * 1 " i / ~ ~ 1|
» & bits of multi-user security for short A naive reduction loses a factor of N, i.e., e’ = Ne = 1!

Schnorr signatures? Theorem (informal).
« Is the short Schnorr signatures secure ~ Multi-User Given N public keys, any preprocessing attacker making < gpre queries and outputs an
against preprocessing attacks? - Security of S-bit hint (preprocessing phase) and making < ¢on queries (online phase) can forge a
- . Short Schnorr  key-prefixed short Schnorr zsi?n?tur; g&h probability O (SN(-;;TNJ oy @;ig_)
r Result. Signatures in the GGM (of order p > 2°7) plus :
» Single/Multi-user security of short . | against « Why key—prefi);ing? » Not to disallow e = 0 signatures!
Schnorr signatures (in GGM+ROM) . Preprocessing * Setting p~ 2° SN and S :_Q‘W and N = ok/4 | signature length: k + log, p ~ 3.75k
» Multi-User Security of short Schnorr « Still achieving k£ bits of multi-user security!
signatures against preprocessing . Similar bounds are applicable to other Fiat-Shamir-based signatures, i.e., key-prefixed Chaum-
* Applicable to other Fiat-Shamir-based Pedersen-FDH signatures [5] and short Katz-Wang signatures [6]
signatures

» Katz-Wang signature length: 4k bits
» Our short Katz-Wang signature length: 3k + log, N + logs S + log,(2k + log, N S) bits (for preprocessing)

Kg(1%) - Sign(sk, m) : Our TeChanues
3 3 r ; 3 - ; : .
sk Zpk T ﬁ?; ”f T g The Multi-User Bridge-Finding Game Restricted Discrete-Log Oracle
pk < ¢° e m _ » . .
return (pk, sk) s 7+sk-e_mod p A o List _f: We c:[:::p?idderd a stnt:m-?er aﬁaﬁke; ;‘Jhﬂ IS given access to
return o =(£§L'ﬁ)} (r(1),0,1) a restric Iscrete-log oracle (.)
Vfy(pk,m, o) : 2k bits | | DRBIES o J L (7(21),81,0) | : (1), r(zy) (zn)
5 — T(l),T(ﬂ’Il),...,T(:ﬂw) -
Parse o0 = (s,e); Compute R < g° - pk . :
if H(R|/m) =e then tresh , (t(zn), un,0)
return 1 Short: truncate it to k bits! q b, = DLog(y) ;
else return 0 (Add (1,0, b,) to L) : 2 :
= Query Mult(ny,92)/Inv(p) (r(y),d,5) not fresh
= k Bits of Multi-User Security ; ; (221 + 324 _i) |
L _ (Add (Mult(y1,92),d1 + @2,b1 4+ b2) to L) " fresh
. Ifkany attal:‘;ker IS glver} N publlt_: keyt(s (Add (Inv(p), Gy, ~by) to £) 2 |
P& - - f’ P v, QTG JOR6 e SIgTAILe « The attacker’s goal: find a non-trivial linear relationship ’ h = 7(by)
o that is valid for any one of these between z1,...,z N after making queries to the generic : * Why restricted? » To rule out trivial attacks!
public keys with probability < ¢/2, group oracles e A Al liitiii
N * A preprocessing attacker can win the game with . Bridge inputs 7(z;) r(zN)
= ) e 2 : Ny W g .
) Generic Group Model (GGM) [3] probability O(SN¢”logp/p) . are public signing keys when Abridge
v' The proof adapts a compression argument [4] . simulating As; Mult(-, ")
* Any alaments of a.cycli: group G = (9) Corollary. The 1-out-of-V discrete-log problem is * The reduction also make use of T (-} =
of order p can be encoded by binary hard even for a preprocessing attacker! . a programmable random oracle -
strings of length ¢, with encoding WRANBVE gy QUARES Sy |:) DLog()
functi N t of £-bit stri for a particular user j € [N] H()
Itmc Ilzn LR _d} (se 0 K II S _”ngs) iy » Probability of failure events is :
. e ea. an aaversary Is on iven T iaible: Sign., (-
y t Bnd) ryh Y9 » A time-bounded (< 2°*) preprocessing attacker neglgible: | gn;(1)
access to a randomly chosen » Randem oracle compressian aroumsnt Pr(Asig®] < PrlAvigge®] + PrlFaill - o,
encoding of group elements (if prob. of bad event too large » can compress RO!) <0 ((g+ N)/2F)

* Oninput (a,b) e G x Gand n € Z,,
Mult(a, b) = 7 (77 (a) + 771(b)),
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