“ips Q0%

Purdue University, West Lafayette, Indiana

Impedance and Temperature attacks against the VMG-KLJN Secure Key Exchange Protocol

Shahriar Ferdous, Christiana Chamon, and Laszlo B. Kish
Department of Electrical and Computer Engineering, Texas A&M University, College Station, TX

The KLJN Scheme: The Kirchhoff-Law-Johnson-Noise (KLJN) secure key exchanger [1-2],

which is the classical physical competitor of Quantum Key Distribution (QKD) [1], offers

unconditional, hardware-based security.

* At each clock period, Alice and Bob randomly select one of the R, or Ry
connect it to the wire line.

« The situation LH (Alice R, Bob R,) or HL (Alice R,,, Bob R,) represents the two values of
the secure bit.

« This Is a secure bit exchange; because the eavesdropper (Eve) knows that the situation Is
either HL or LH, but she is uncertain which one.

* The net power flow between Alice and Bob Is zero because their resistors have the same
temperature (backed by Second Law of Thermodynamics).

Alice and Bob share the measured instantaneous amplitude values via authenticated public channel
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Fig. 1. The core of the KLJN secure key exchanger scheme [1]

The VMG-KLJN Scheme: Vadai et al. [3] introduced the VMG-KLJN protocol that can operate
with 4 arbitrary resistance values and claimed to provide the same perfect security level. This
system requires different temperatures for the resistors to guarantee the non-distinguishability of
the LH and HL levels, thus it is out of equilibrium. But how secure is it? We show simple
attacks against the VMG-KLJN system. The original KLIJN scheme is resistant against these
attacks.
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Fig. 2. The core of the VMG-KLJN secure key exchanger scheme [3]

Information leak in the practical VMG protocol:
« Different resultant resistances and different temperatures during LH and HL situation
« Parasitic cable capacitance and parasitic cable inductance.

Security vulnerability due to bit-dependent impedances:
* VMG assumed cable capacitance (C.) and inductance (L.) to be zero. However in practical
case: C.>0and L.>0
 The VMG-KLJN protocol does not guarantee that the LH and HL crossover frequencies are
equal, therefore allowing a non-zero-information leak.
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Where, R, and R, ; are resistors at Alice and Bob in the HL case, respectively.
And, R, , and R are resistors at Alice and Bob in the LH case, respectively.

f UcrHL = f UcrLH

[kOhm] [kOhm] [kOhm] Ront Rown fuere [Hzl | fyqun [Hz
L 1 9 0.9 0.9 884 884
10 s 1 9 3.33 0.9 239 884

L 1 9 2.5 0.9 318 884

Table 1. U, , = 1V, noise bandwidth B = 1 kHz, cable length 2 km, 100 picoFarad/meter
specific capacitance and 0.7 microHenry/meter specific inductance [4]. The first row shows a
classical KLJN situation, thus the HL and LH crossover frequencies are naturally identical. The
HL and LH crossover frequencies are different in the second and the third cases, indicating a
non-zero information leak about the exchanged bit, in each case.

Security vulnerability due to bit-dependent noise temperature:

« Depending on the choice of the 4 arbitrary resistors, there are situations which can lead to
unequal effective line temperature for HL and LH case. And, this will also lead to non-zero
Information leak.
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Where, K is the Boltzmann constant, B is the noise bandwidth, U2, & U? , are the mean square
line voltage at HL and LH situation, respectively.

Bit resistance Channel noise voltage

HL LH (Parallel) [kOhm] temperature
RHA RLB RLA RHB
(kohm] [kOhm] [kOhm] [kOhm] eHt R Tor [KE Tous K]
9 1 1 9 0.9 0.9 1.81 x 10'® 1.81 x 101
10 5 1 9 3.33 0.9 4.48 x 10> 1.66 x 1016
5 5 1 9 2.5 0.9 6.04 x 10> 1.65x 10%®

Table 2. Same circuit parameters were used as In Table-1. The first case Is a classical KLJN
situation, thus the HL and LH voltage noise temperatures are naturally identical. However the
HL and LH voltage noise temperatures are different in the second and the third cases, indicating
a non-zero information leak about the exchanged bit, in each case.

Defense methods to reduce the extra information leak of the VMG-KLJN system:

Reducing the noise bandwidth (B) of noise generators:
* The information leak converges to zero, If noise bandwidth approaches zero. One thing to
keep In mind, decreasing the noise-bandwidth will result in the reduction of key exchange

Speed.
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Where, U?. is the mean-square noise voltage on C; S,(0) is the power density spectrum of the
channel voltage at zero frequency, f, IS the crossover frequency of the voltage noise spectra.

Selecting a resistor set with identical bit-impedances and identical bit-temperatures:
* We can select identical parallel HL and LH resistances (R,y_= R, ). This will confirm that
the bit temperature due to cable capacitance will be same between HL and LH condition.

e Where R = RHARLB R = RLARHB
pHL pLH
RI—IA + RLB RLA + RHB
* Solving Ry =Ry for R g results in
R RI—IA LA LB

" RnRog * RyuRop~ R R,

* An analogous (dual) security vulnerability exists also for the current and cable inductance;
moreover the impedance compensation method cannot work to eliminate both vulnerabilities
simultaneously [5].

Conclusion: The VMG-KLJN system is less secure than the original KLJN protocol because
the attacks shown above work against the VMG-KLJN scheme while the classical KLJN system
IS Immune against them.
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