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/ A) Mapping based attack or
generating based attack
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target persons.

anonymization.

/B) Problems of existing approach

* The published graph may partially cover / does not cover the

* The structure change, introduced by both the errors In
adversaries’ background knowledge and the noise in
anonymization mechanisms, increases the difficulties of de-

* The complexity of the graph structure makes it hard to find a
global optimal mapping result.

~

/

/B) Structure of GAN O
Fake graph
: A S SN
Noise fodiibiisyi —  — Generator — O\W
i e o
B S E
Real graphs
Z
(- A
(" P \\ \ Real
ed
( )
x\ —_— Discriminator — or
Fake
o
. \ _J
K (d) Generating-based attack / \ /
ﬁ)) Framework Design \ m:) Evaluation \
Published Group of X 100.00%
graph subgraphs
- A : ~ e e S i
AN - @ il ey —— e — s
%} — batch -
\ ’/ I O 60.00% -
/ E
Condition l y — Real 8
. . O 40.00% A
information Discriminator | — or <
]_, \ Encoder / — | Fake
Background — N 20.00% -
knowledge /
Decoder \ |
O\C) > / EE— >@ 0.00% T T T T T
om® GAE 40% 50% 60% 70% 80%
T Percentage of attacker's background knowledge
VA

E) Highlights

\ Generated

graph
> @ —>| Generator

alics

* Published data embedding -> GAN model
* Background knowledge embedding -> CGAN model
\ Graph structure embedding -> GNN and GAE model /

Mapping-based attack success rate
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