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• Every data access, transfer or 

update is recorded in blockchain’s

distributed ledger 

OBJECTIVES

Provide data protection in transit and at 

rest in SOA with capabilities of:

1) Data leakage detection/ prevention

2) Role-based and attribute-based 

access control

3) Search over encrypted data

4) Audit and control with integrity 

guarantees for collected provenance 

data
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EVALUATION

FEATURES

Use of Extended Attribute-Aware Active 

Bundles (EA3B) integrated into IBM 

Hyperledger Fabric platform
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