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●  30 billion expected devices 
by 2020
 

●  142 vulnerabilities 
reported between Jan 2016 
– Feb 2018
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●  Emulate the firmware image 
to remove device 
dependence
 

●  Generate inputs targeted 
towards vendor-written SW

● We presented FirmFuzz, an automated 
framework for emulation and fuzzing 
Linux-based firmware images

● We reported 8 previously undiscovered 
vulnerabilities across 4 different devices
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