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Phishing  Email Management

Background Online Study

» Unique campaign increased 29% in Q3 2017
compared to Q3 2016 (APWG, 2018)

* 91% spear phishing in enterprise and organization
(GreatHorn, 2017)

Phishing Emails Detection and Prevention
» Microsoft office 365 missed about 9.3% emails

containing spam, phishing, and malware (Cyren,
2017)

* Purdue Cisco quarantine
» filtered most false positives
« 27 false negatives (spear-phishing emails)
received in my Purdue inbox since 07/2017

Research Questions:

1. How do Purdue undergraduates process spear-phishing

emails and determine whether to respond to them?
2. How does a Cisco quarantine email influence their
subsequent decisions?

Instructed to read 10 emails (2 spear-phishing, 8
legitimate) and take actions as they would normally do
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Cisco Quarantine Hello Boilermakers!
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*** Please note that ou... We are looking --for immediate hire-- committed students with a lot of Boiler Pride to work
for the Purdue Annual Fund! We offer a flexible schedule, ability to do homework at work, fun
environment, and strong professional development with a skill set that will get you noticed in

your future after Purdue.
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At the Rally Line you will work as a nonprofit student fundraiser, making phone calls to
alumni, to raise unrestricted academic support to continually improve the quality of
education and resources here at Purdue.
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Results

* Action Selection Results of Spear-Phishing Emails
w Cisco Quarantine (238)
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Q1: Participants’ responses to spear-phishing emails and
phishing webpages varied as a function whether the campaign
was known or unknown, indicating a response bias and a lack of
knowledge of how to identify phishing scams.

Q2: The presence of a Cisco quarantine email showed an impact
on participants awareness of phishing but minimal effect on
participants’ responses to spear-phishing emails and phishing

webpages.
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