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OBJECTIVES

Provide confidentiality and integrity of data
communications in V2X systems

Use role- and attribute-based access control for

data exchanges in V2X systems
Provide encrypted search over encrypted
vehicle records
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* VR contains data in encrypted form
 Indexing DB has extra-attributes for indexing and search

Road Events
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Send Enc(ID), Enc(Speed), Enc(Model) every 5
seconds as ‘insert’ SQL query. Send VR in the form

of AB once in proximity of a Base Station.

Data from step 1 is transferred to the Cloud for
processing and storing

Inter-vehicle communications

Police queries VR database for traffic violations @/

oud provider hosts database of Vehicle Records (\Q
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Enc(ID, Vehicle Data,

Owner Data, Road Event)

Policies

Vehicle Records are stored in encrypted form as

VEHICLE RECORDS

Active Bundles

Created once vehicle enters base station area
Role- and attribute-based access control for data

exchange

ID maps VR to encrypted Index DB, stored in cloud
Embedded policy enforcement engine /
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search

Count sum of tolls paid by
vehicles on a highway
Count covered distance which is
multiplication: time * average

speed

select ID, Speed, Model from
IndexDB where Speed between
71 and 80

select Model from IndexDB
where issue LIKE %battery%

select ID, Speed from IndexDB

where Model = ‘Ford,/
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Decryption time comparison between a server
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and Raspberry Pi with crypto systems
implemented using OpenSSL (logarithmic y-scale)

250 1
200 1

RTT (ms)

Sl
)

130 1
100 A

Inter-vehicle communication Round-

3124 M)E

Basic AB VR

Trip Time

Query Enc(Query) 100 - Equality query (Q1): SELECT ID FROM IndexDB WHERE model = Ford
Inequality query (Q2): SELECT ID,speed,model FROM IndexDB WHERE speed > 80
Result Enc(Result) R0 - T Inequality query, shortened (Q3): SELECT ID FROM IndexDB WHERE speed > 80
7 Range query (Q4): SELECT ID, speed, model FROM IndexDB WHERE speed BETWEEN 71 AND 80
R 60 - 7 Range query, shortened (Q5): SELECT ID FROM IndexDB WHERE speed BETWEEN 71 AND 80
Untrusted Zone E,, 1 / zgg ¥ Regular DB P Query Execution Time (msec)
* Query example: E * % o] e % . Regular Database  Encrypted Database
select 1D from IndexDB where speed > 76; 20 - / - » % N = =
» Converted query: 0 - _ 2 e % . % v Q2 276 150
SeleCt Cl fI’Om AllaS]. Basic AB VR 200 1 gy 1216 % o % ?5.35% ?6.{}4/% Q4 4.90 770
_ Data request latency for VR, 1o 7 = é = % -% = é Q5 4.58 220
where ESRCH ( EnC(Speed)’ EnC(76) )1 hosted by Google cloud T ) , s Querv Execution Time
Q Q Q Q @ Query
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