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Problem: User Frustration

e Large-scale online password guessing attacks are wide-spread and
remain a continuous threat for users and businesses

e The common method for preventing account hacking is user
lockout after a fixed number of incorrect login attempts.

e But when should the account be locked?

A high number of allowed incorrect login attempts is not efficient to prevent
account hack

e Low number of allowed incorrect logins annoys the users by locking them
out and in this way making the system less user-friendly.

Keep Users Safe & Happy?

Approach: Introduce HitCount parameter for every user increased at
incorrect login attempt:

HitCountyg,., = HitCounty.., + Frequency|password]/N:

ldea: Password frequency can show if it is the true user or an
impostor who is trying to login.
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System Development

Challenge: Estimating password frequency

Approach 1. Using available dataset

 Use RockYou Dataset (32 mln pwds) to find frequency
 For password attempts not present in RockYou dataset
(such as typos) set frequency = 1/2N

* May not increase HitCount

if pwd was attempted before o |
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Slow increase of HitCount shows that passwords used for
login attempts were not frequent ones and could have
been user’s typos

Cumulative Error

Approach 2. Using CountSketch
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Can track evolution of popular passwords over time

To decrease storage space, replace frequency table with
CountSketch probabilistic data structure which allows to
approximate the number of occurrences of a specific
password in the dataset.

To decrease security risks, enhance the Count Sketch data

structure with differential privacy component by adding
d

Laplacian noise to each cell: Lap (E),where d is the number

of rows in the CountSketch.

Preliminary Empirical Analysis

Cumulative Error for DP CountSketch and Status Quo 3
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Comparison of the cumulative error for
and with the different values of € the
differentially private CountSketch:

Error = 2 | fowa — fpwdl
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