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Objective: Develop resilient Cyber-based System (CBS) by incorporating an adaptive threat

management mechanism throughout the life cycle of such system from design through
recovery from cyber attacks.
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1. IB demarcation as a metrics-driven optimization problem for

1. Development of a real-time HMM-based intrusion detection

damage confinement . | | 2. Development of firewall policy-based response and recovery
2. Development of an efficient intrusion response and recovery olaybook

mechanism for mahqgus transactions 3. Development of a risk-aware partitioning mechanism for scalable
3. Development of malicious workload benchmarks for detection, response, and recovery

performance evaluation 4. Development of an ATM prototype for testing and validation

IB Demarcation TRy - IB partitioning

\~~ -
N
RSN
oS~
\\
N

|B]
min Z |Size(IB;) — Size(1B;)| + |B| 1 min Z |Size(IB;) — Size(IB;)| + 2(1 — ;)
I,1;€El S IB;,IB €l i=1
Set of boundary L - ! Set O;.botu nl(;ary
. opjects
(b) Cost function for objects B (b) Cost function for ) \
()

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
400 700 ¢

300

v, — A
200 /

100

tions

2
Number of Blocked
&
o

Transac

Response Time (ms)

175

0 0
1 5 10 15 20 1 5 10 15

Number of IBs Number oF IBs

(c) Performance results

(a) Functionality dependency graph of CBS
with IB partitioning

(a) Data dlegc[e)nedrs;\rc;] tgilganloh with @ (c) Attack graph
C

[Acknowledgement: This work is supported in part by a grant from the Northrop Grumman Corporation and National Science Foundation Grant 11S-0964639.

Discivery Park



mfocosi
Typewritten Text

mfocosi
Typewritten Text

mfocosi
Typewritten Text

mfocosi
Typewritten Text

mfocosi
Typewritten Text

mfocosi
Typewritten Text
2018 - PDR - 747-21D - Adaptive Threat Management Tool for Cyber-based Systems - Yahya Javed





