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Motivation Challenges: Lack of Abstractions
> Binary Patching 0x4007eb: 0x48,0x65,0x6c,0x6C,0x6f
g Blnary Hardenlng mov edi,0x4007eb <.string:"“Hello”>
> Software Customization mov eax, 0x0
call 4004a0 <printf@plt (<ref>, ... )>
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Fafnir Overview

1. Lift to MIR
> IR geared towards abstraction recovery.
2. Type Inference Analysis
» Assign coarse grained types: Scalar or Reference to every expression. we

3. Symbolization

> Replace constants typed to be references by assembler labels.

4. Modification -

~ Edit the generated assembly file freely.

5. Reassemble

> Assemble using any COTS assembler to a working binary!
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