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✏ method
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m = 64 m = 256 m = 64 m = 256

2

HieProd 19.8(1.2) ; 2.9(0.1) 1.7(0.9) ; 0.4(0.2) 64.8(2.2) ; 51.7(0.6) 26.2(0.7) ; 34.6(0.6)

SPM 0.3(0.6) ; 0.1(0.1) 0.0(0.0) ; 0.0(0.0) 20.1(1.0) ; 29.3(1.0) 0.0(0.0) ; 0.0(0.0)

IterProd 20.1(1.1) ; 2.9(0.1) 2.1(0.7) ; 0.5(0.2) 63.5(1.6) ; 51.4(0.5) 26.1(1.4) ; 34.5(1.0)

HASH 0.0(0.0) ; 0.0(0.0) 0.0(0.0) ; 0.0(0.0) 9.4(0.9) ; 17.4(1.1) 0.0(0.0) ; 0.0(0.0)

SimHash 16.0(1.2) ; 2.6(0.1) 0.6(0.5) ; 0.1(0.1) 56.1(2.2) ; 48.9(0.8) 24.3(1.1) ; 33.2(0.8)
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HieProd 63.4(2.6) ; 5.1(0.1) 24.9(0.7) ; 3.4(0.1) 148.8(2.8) ; 65.8(0.3) 76.1(1.8) ; 54.8(0.4)

SPM 11.8(1.0) ; 2.1(0.1) 0.0(0.0) ; 0.0(0.0) 47.7(2.0) ; 45.8(0.8) 1.5(0.5) ; 3.6(1.2)

IterProd 62.6(1.6) ; 5.1(0.1) 24.5(1.3) ; 3.3(0.1) 151.4(2.8) ; 66.1(0.3) 75.9(1.6) ; 54.7(0.4)

HASH 0.0(0.0) ; 0.0(0.0) 0.0(0.0) ; 0.0(0.0) 15.9(1.2) ; 25.4(1.3) 0.7(0.8) ; 1.6(1.8)

SimHash 51.5(2.4) ; 4.7(0.1) 21.8(1.3) ; 3.1(0.1) 131.9(3.4) ; 63.4(0.5) 67.8(1.5) ; 52.6(0.4)
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HieProd 210.5(3.2) ; 7.1(0.0) 115.7(3.3) ; 6.2(0.0) 241.1(2.1) ; 72.6(0.1) 206.6(2.6) ; 70.6(0.2)

SPM 45.9(2.7) ; 4.5(0.1) 0.1(0.3) ; 0.0(0.1) 124.7(2.8) ; 63.1(0.3) 23.1(1.0) ; 32.3(0.8)

IterProd 228.9(3.8) ; 7.2(0.0) 119.0(2.3) ; 6.2(0.0) 256.0(0.0) ; 73.4(0.0) 250.0(1.1) ; 73.0(0.1)

HASH 0.2(0.4) ; 0.0(0.1) 0.0(0.0) ; 0.0(0.0) 15.8(1.5) ; 25.4(1.6) 0.9(0.5) ; 2.2(1.3)

SimHash 123.2(2.6) ; 6.2(0.0) 55.7(2.0) ; 4.9(0.1) 290.5(3.5) ; 74.6(0.2) 152.7(1.6) ; 65.6(0.2)

Table 1: We show the comparison of di↵erent methods varying domain length (m = 64, 256),

number of users (n = 106, 107) and epsilon (✏ = 2, 4, 8). For each configuration, we show

statistics of “the average number of heavy hitters identified (and standard deviation); average

of true total counts (divided by 10000) of the identified heavy hitters (and standard deviation

divided by 10000)”. In these experiments, we pick top 256 values in each phase. For each

cell, we plot HieProd, SimHash, IterProd, and SPM in each line, respectively.

6 Real-World Experiment

Information in a typical scenario of private heavy hitter requires the following characteristics:

• Personal: The data should be related closely to a person or an organization. Otherwise,

there’s no privacy concern.

• Constant: If each user’s value is changing, there’s no point in measuring the distribution

without considering timing e↵ect. Moreover, each user should have only one value, e.g.,

genome data, password, browser homepage, etc. If each user has multiple items, it is

the itemset problem, which is out of the scope of this paper.

• Long: Each user’s value should be long enough so that enumerating all possibilities is

ine�cient and error-prone.
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