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Problem What Is Banking Trojan?

A new kind of Trojan recently Itis an Android Trojan malware that attempts
emerged In the Android ecosystem to steal user’s banking /financial information.
over the past few years. This kind of Once successfully obtained the information,
Trojan will steal financial information the malicious hacker can freely access to the
from user and send It over to hacker's banking account.
server. There are many forms of
banking Trojan, some of them looks
very like the real app and the others
stole when user purchase.

The goal of this project was to
explore memory differences of
Android devices before and after
Infected by banking Trojan.

Method

e Acquire uninfected memory image

Tordow

Android Bonking Trojan

e Acquire uninfected image
e LIME

e Install Banking Trojan on Android .

device e Installing Banking Trojan -
) Trlgg_er Banklng frojan . -ProvokegBankinggTrojgn to infect
e Acquire Infected memory image system )
* Analyze infected memory image
To verty the difference, a N
comparative analysis will be done » Acquire infected image
between uninfected and Infected e LIME

/

Image.

Hypothesis

Banking Trojan will create additional
network process to send user data
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