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Bare-metal? Default: No Defenses

A system without an OS
e Common on micro-controllers

* Examples:

e Amazon Dash Button
e Controller in SD Cards
* Smart Locks
 Network Cards

* Increasingly connected
e Security is critical

Defense Challenges

* Single application on system
* Needs to access all hardware
* Security requires restricting
some accesses

* Small memory sizes
* Tight run-time constraints
* Low power requirements
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* Protects against ROP and data
attacks using fine-grained diversity
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