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Problem: Patch Based Exploit Generation

How misaligned incentives give hackers an advantage over IT ...

Half of Android Devices Unpatched Last Year

Threatpost - Mar 23, 2017

In that timeframe, Google touted its work with wireless carriers, system on chip
manufacturers and device makers to release security patches at a faster pace. “Several
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| manufacturers, including Samsung, LG and OnePlus, regularly deliver security updates

Fix: Deceptive Patches

Deception can be used in addition to traditional defenses to influence attackers’” decision
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Results?
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Conclusion

Ghost patch dynamic analysis time is significantly higher compared to
traditional patches
No statistically significant difference in program runtime between faux
and unpatched programs
Deception can be used to increase patch analysis time and exploit
development by attackers while only trivially impacting program

runtime

TechRepublic - Mar 20, 2017
B ... costly vulnerability research and exploit development, they take advantage of
| publicly disclosed vulnerabilities to exploit unpatched systems." ...
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