
The Center for Education and Research in Information Assurance and Security

CERIAS

Observations
• Budget asymmetry leads to inefficient equilibrium.
• It is in the selfish interest for the player with a higher 

budget to defend certain assets of the other player.

• Security	risk	of	an	asset:	probability	of	attack	on	the	
asset	on	the	path	that	has	the	highest	probability	of	
success	for	the	attacker.

• The	cost	of	defender	𝐷" is	given	by
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• Optimal	security	investments	on	the	edges	can	be	

computed	efficiently.
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Effects	of	Network	Structure
Theorem
Let	𝚽∗ be	the	expected	fraction	of nodes	that	
are	attacked	successfully	at	a	PNE.

1. Among	all	connected	graphs	with	a	given	
number	of	edges	and	nodes,	Φ∗ is	highest	in	
degree-regular	graphs.

2. Among	all	connected	graphs	on	𝑛 nodes,	Φ∗ is	
smallest	in	the	star	graph.	

3. Among	all	connected	graphs	with	a	n	nodes	
and	e	edges,	Φ∗ is	smallest	in	the	quasi-
complete	graph	𝐐𝐂(𝒏, 𝒆).

Example: QC(6,5)
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• Total	Effort	Game:	Utility	of	player	(node)	𝑖

𝐸𝑢3 = −𝐿3𝑤3 1	 −
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where	𝑁 𝑖 =	neighbors	of	node	𝑖,	
𝑑3 =	1	+		degree	of	node	𝑖
𝐿3:	loss	of	player	𝑖 when	attacked
𝑐3:	cost	of	security	investment

• Consider	a	network	of	agents.
• Node/Player	𝑖 decides	her	personal	security	
investment	𝑠3 ∈ 0,1 .

Perceived	probability	of	successful	attack

True	probability	of	successful	attack

Game-Theoretic	Formulation

Effects	of	Probability	Weighting
• The	total	effort	game	admits	a	pure	Nash	

equilibrium	(PNE)	under	heterogeneous	
weighting	functions.

• Under	true	perceptions	of	probabilities,	high	
degree	nodes	choose	to	invest	0,	while	
behavioral	users	always	choose	a	nonzero	
investment.

• Behavioral	perceptions	are	most	beneficial	
when	attack	probability	is	high	(such	as	when	
the	nodes	in	the	network	have	a	large	number	
of	neighbors).

Behavioral	Perceptions	of	Probabilities

• Security risk of a node
depends on its investment
and the investments by its
neighbors.

• Probability	weighting	functions	transform	true	
probabilities	𝑥	into	perceived	probabilities	𝑤 𝑥 .

• Example:	Prelec [1998]	weighting	function:
𝑤 𝑥 = exp − − ln 𝑥 a

where	parameter	𝛽 ∈ (0,1].

• Security investments critically depend on how
human decision-makers perceive the risk
(probability) of being attacked successfully.

• This work:
Rigorous investigation of the impacts of
behavioral perceptions of security risk on
selfish investment decisions.

• Humans overweight low probabilities and
underweight large probabilities.

Theorem
The	best	response	of	Defender	𝐷" can	be	computed	
by	solving a	convex optimization	problem.

• Cyber-physical systems, such as the power grid,
consist of a large number of assets managed by
multiple stakeholders.

• Strategic attackers target valuable assets by
exploiting interdependencies between them.

We develop a framework to compute optimal
and game-theoretic security investments in
large-scale networks.

Decentralized	Defense	of	Interdependent	Assets	in	Large-Scale	Networks
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𝑝34 𝑥 :	prob.	attack	spreads	from	
node	i to	j,	x:	investment	by	all	
defenders
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• Assets are interdependent via a shared vendor.Fig. 1: A SCADA system diagram of two interacting control systems
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Fig. 2: Interdependency graph for the SCADA system in Figure 1
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. In other words, a defender minimizes her expected loss,
where the probability of loss of an asset is given by the highest probability of
attack on any path from the source to that asset on the interdependency graph.

Strategic Attacker(s): Our model implicitly captures strategic attackers
by the choice of worst case attack probabilities on an asset in the cost function
in (1). In particular, an attacker aims to compromise assets that are valuable
to the defenders and chooses a plan of attack (by exploiting the interdepen-
dencies between the assets) that has the highest probability of success. We can
model attackers with di↵erent capabilities by appropriately varying the initial
probabilities on each edge. As a result, our model allows the defenders to assess
their security risks and compute defense allocations (as we discuss later in this
section) without the need for detailed modelling of attacker objectives.

As an example of a setting that can be modeled within our framework, con-
sider the SCADA based control system shown in Figure 1. There are two control
subsystems, with interdependencies due to a shared corporate network and a
common vendor for the remote terminal units (RTUs). Figure 2 shows the re-
sulting interdependency graph. We further discuss this setting in Section 3.

2.1 Defense Strategies

As noted above, the defense resources reduce the attack probabilities on the
edges of the interdependency graph. Accordingly, we introduce a transformation

Case	Study
• Consider the SCADA control system and interdependency 

network

• Plot compares social cost under centralized and decentralized 
investments.

• Total budget: 20 
• Individual defense: Each player can assign resources within its 

subsystem. 
• Joint defense: a player can defend anywhere in the network. 

• It consists of two 
subsystems 
managed by 
different entities.


