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Dessins d’Enfants

Figure 1: A dessin d’enfant drawn on a torus

A dessin d’enfant, French for “child’s drawing”, is a bipartite graph
drawn without edge-crossings on a surface, such as a sphere or
torus. Labeling the edges results in a cyclic ordering of the edges
around each vertex, which can then be viewed as a pair of permu-
tations σ0, σ1 ∈ Sn.

σ0 = (1 2 3 4) (5) (6) (7)
σ1 = (1 2) (3) (4 7 6 5)

Figure 2: A bipartite graph with edges labeled

Associated to each dessin d’enfant is a (class of) Bely̆ı map(s),
a function from the surface on which the dessin is drawn to the
sphere, such as

β(x) = 64x3(x + 1)
(8x− 1)
or

β(x, y) = 16 + y(x− 5)
32

on E : y2 = x3 + 5x + 10.

By a result of Wood [1], it is possible to determine the dessin ∆β◦γ
of a composition β ◦ γ from the dessins ∆β of β and ∆γ of γ.

Using Dessins for Cryptography

Given the Bely̆ı map β, it is easy to compute the dessin ∆β, but
given the dessin ∆β, it is difficult to compute the Bely̆ı map β. It is
this “one-wayness” that is exploited in this cryptographic protocol.
Suppose Alice knows β,∆β, while Bob knows γ,∆γ. Then Alice
can give Bob ∆β and Bob can give Alice ∆γ, and they will both be
able to compute ∆β◦γ. However, neither will know both β and γ,
because they cannot compute the Bely̆ı map from the dessin.

γ,∆γ : A B : ∆β, β
∆γ

∆β

The Protocol

Alice:
private key: Bely̆ı map γ on an elliptic curve E
public key: dessin ∆γ, elliptic curve E
has a table {γi}i of Bely̆ı maps on the sphere

Bob:
chooses a challenge β,∆β on the sphere

A B
β

Alice randomly chooses γ1, · · · , γn from her table and
computes γ0 ··= γ1 ◦ · · · ◦ γn, ∆γ0, and γ0 ◦ β ◦ γ.

A B
γ0 ◦ β ◦ γ, ∆γ0

Bob computes ∆γ0◦β◦γ both from ∆γ0,∆β,∆γ and nu-
merically from γ0 ◦ β ◦ γ and checks for agreement.
He also performs a symbolic check to ensure Alice’s
response is consistent.
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