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Executive Summary

Computers and computer networking provide major benefits to modern society, yet the growing costs of
malicious cyber activities and cybersecurity itself diminish these benefits. Advances in cybersecurity are
urgently needed to preserve the Internet’s growing social and economic benefits by thwarting adversaries
and strengthening public trust of cyber systems.

On December 18, 2014 the President signed into law the Cybersecurity Enhancement Act of 2014. This
law requires the National Science and Technology Council (NSTC) and the Networking and Information
Technology Research and Development (NITRD) Program to develop and maintain a cybersecurity
research and development (R&D) strategic plan (the Plan) using an assessment of risk to guide the overall
direction of Federally-funded cybersecurity R&D. This plan satisfies that requirement and establishes the
direction for the Federal R&D enterprise in cybersecurity science and technology (S&T) to preserve and
expand the Internet’s wide-ranging benefits.?

This strategic plan updates and expands the December 2011 plan, Trustworthy Cyberspace: Strategic Plan
for the Federal Cybersecurity Research and Development Program. The 2011 plan defined a set of
interrelated breakthrough objectives for Federal agencies that conduct or sponsor R&D in cybersecurity.
This Plan incorporates and expands the priorities in the 2011 plan and adds a strong focus on evidence-
validated R&D. Evidence of cybersecurity efficacy and efficiency, such as formal proofs and empirical
measurements, drives progress in cybersecurity R&D and improves cybersecurity practice.

Four assumptions are the foundation of this plan:

Adversaries. Adversaries will perform malicious cyber activities as long as they perceive that the
potential results outweigh the likely effort and possible consequences for themselves.

Defenders. Defenders must thwart malicious cyber activities on increasingly valuable and critical
systems with limited resources and despite evolving technologies and threat scenarios.

Users. Users—legitimate individuals and enterprises?—will circumvent cybersecurity practices
that they perceive as irrelevant, ineffective, inefficient, or overly burdensome.

Technology. As technology cross-connects the physical and cyber worlds, the risks as well as the
benefits of the two worlds are interconnected.

The plan defines three research and development goals to provide the science, engineering, mathematics,
and technology necessary to improve cybersecurity in light of these assumptions. The science and
engineering advances needed are socio-technical in nature, and vary from foundational to applied over a
range of time scales:3

Near-Term Goal (1-3 years). Achieve S&T advances to counter adversaries’ asymmetrical
advantages with effective and efficient risk management.

L “sgT” refers to a broad set of disciplines in Science, Technology, Engineering, and Mathematics (STEM).
2 Non-malicious.

3 nSocio-technical” refers to the human and social factors in the creation and use of technology. For cybersecurity, a socio-
technical approach considers human, social, organizational, economic and technical factors, and the complex interaction
among them in the creation, maintenance, and operation of secure systems and infrastructure.
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Mid-Term Goal (3-7 Years). Achieve S&T advances to reverse adversaries’ asymmetrical
advantages, through sustainably secure systems development and operation.

Long-Term Goal (7-15 years). Achieve S&T advances for effective and efficient deterrence of
malicious cyber activities via denial of results and likely attribution.

While near-term goals are frequently focused on developing and refining existing science, medium- and
long-term goals require both refinement and improvement of existing science, and fundamental research,
which has the potential for identifying transformative new approaches to solve problems beyond the
current research areas.

To achieve these goals, the Plan focuses on developing S&T to support four defensive elements:

Deter. The ability to efficiently discourage malicious cyber activities by measuring and increasing
costs to adversaries carrying out such activities, diminishing the spoils, and increasing risks and
uncertainty for potential adversaries.

Protect. The ability of components, systems, users, and critical infrastructure to efficiently resist
malicious cyber activities and to ensure confidentiality, integrity, availability, and accountability.

Detect. The ability to efficiently detect, and even anticipate, adversary decisions and activities,
given that perfect security is not possible and systems should be assumed to be vulnerable to
malicious cyber activities.

Adapt. The ability of defenders, defenses, and infrastructure to dynamically adapt to malicious
cyber activities, by efficiently reacting to disruption, recovering from damage, maintaining
operations while completing restoration, and adjusting to thwart similar future activity.

After a description of each element and associated research challenges, the Plan identifies research
objectives to achieve in each element over the near-, mid-, and long-term. The objectives are not
comprehensive but establish a basis to measure progress in implementing the Plan. These elements are
applicable throughout cyberspace, although some objectives are most meaningful in particular contexts,
such as cloud computing or the Internet of Things (loT).

The Plan identifies six areas critical to successful cybersecurity R&D: (1) scientific foundations; (2)
enhancements in risk management; (3) human aspects; (4) transitioning successful research into
pervasive use; (5) workforce development; and (6) enhancing the infrastructure for research.

The Plan closes with five recommendations:
Recommendation 1. Prioritize basic and long-term research in Federal cybersecurity R&D.

Recommendation 2. Lower barriers and strengthen incentives for public and private
organizations that would broaden participation in cybersecurity R&D.

Recommendation 3. Assess barriers and identify incentives that could accelerate the transition
of evidence-validated effective and efficient cybersecurity research results into adopted
technologies, especially for emerging technologies and threats.

Recommendation 4. Expand the diversity of expertise in the cybersecurity research community.
Recommendation 5. Expand diversity in the cybersecurity workplace.

Implementing the Plan and these recommendations will create S&T for cybersecurity that effectively and
efficiently defends cyberspace and sustains an Internet that is inherently more secure.



