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_ _ _ _ /1 Abstract - The Internet of Things (loT) offers consumeg
CheCklng, |nCreaS|ng, and C() nflrmlﬂg the promise of future conveniences, and cost savings as

: : their homes, appliances, entertainment systems and
a Smart Home’s loT Secu rlty utilities become more interconnected. With specifications
E.J. Dietz, J.E. Lerums, B. Yang reviews and testing on a limited configuration this research

focuses on what a consumer can do to ensure their smart
2. Motivation — loT So Much More to Come & Even If You Run, ome systems’ loT security.
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2. Wil network segmentation & disabling SSID

3. Default passwords
s 2 ~ 4. Remote access secured with TLSv1 protocol

/. Increase — Enabled security settings on all
- | | '* | | | devices, Isolated smart home devices on one Wif

802.11 Wifi 2.4 & 5 GHz with Data Rates up to 300 Mbps & 1.5 Gbps respectively (rule of thumb 2.4 GHz range

b 7 nior o5 oo network from the PCs on the other, disabled the

915 MHz with Data Rates - Instantaneous: 13,165 bits/sec & Sustained: 2,880 bits/sec

SSID, ensured camera not pointed at personal

s st on e e 0 areas, ensured all passwords are robust and
unique.
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4. Methodology — Research for best IoT security practices and

identify and test how consumers can check, improve, and 8. Confirm — Ensured all passwords changed, SSID
confirm their smart home system’s loT security on a limited not broadcasting (Ukranian port scanning stopped),
\____configuration. _/ | PCs and smart home devices on separate networks,
checked router logs for unusual port activity

s

5. The Open Web Applications Security Project (OWASP) Identifies
the Top Ten IoT security obstacles and solutions which require a _ _
team effort from manufacturers, developers, testers, and consumers 9. Conclusion and Future Work - To check, increase,

OWASRP Internet of Things Top Ten Project

—_— = | a and confirm their smart home IoT security, the most
coee . Fromthe OWASP identitied important step consumers must take is to purchase

P! list of i ions, and should not be treated as such, but ensuring that these fundamentsls are covered will greatly aid the consumer in purchasing a secure loT product.
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1: Insecure Web Interface  If your system has web application firewsll option, ensure that it is enabled

« If the system has account lockout functionality, ensure that it is enabled

n n -
[ ] L}
* Consider employing network { logies such as firewalls to isolate loT systems from critical IT systems
« If your system has & local or cloud-based web application. ensure that you change the defsult password to a strong one and if possible change the default username as well ; O u I O I l ; I I l a I l u a C u I ‘ ! I S ‘ ! S I I l ‘ ! I S a I l ‘ ! S ‘ ! I S
e Ifthe system has account lockout functionality, ensure that it is ensbled ’ ’ "

If the system has the option to require strong passwords, ensure that is enabled

12: i A icatis izati If the system has the option to require new passwords after 80 days for example, ensure that is enabled - - .
 If your system has a two factor suthentication option. ensure that it is enabled - -
« If your system has the option to set user privileges, consider setting user privileges to the minimal needed for operation . I e e t e r O g e n e I ty O t e S m a rt O m e S m a rt g r I
« Consider ying network i ies such as firewslis to isclste loT systems from critical IT systems

If your system has s firewsll option available, enable it and ensure that it can only be accessed from your client systems

« If your system has a locs! or cloud-based web spplication, ensure thst you change the default password to s strong one and if possible change the default username as well
1 | |

13: Insecure Network Services

-
Consider employing network such as firewalls to isolate loT systems from critical IT systems
S 2 ( : I I I l I | ] ] ]
14: Lack of Transport Encryption = If your system has the option to use HTTPS, ensure it is enabled e O S a e W O W I ‘ ‘ , ,
" Do not enter sensitive information into the system that is not absolutely required, e.g. address, DOB. GC. etc. L
15: Privacy Concerns
« Deny dats collection if it sppesrs to be beyond what is needed for proper operation of the device (If provided the choice) [ ]

« If your system hss the option to use HTTPS, ensure it is ensbled
« If your system has s two factor authentication option, ensure that it is enabled

n ]
] [ ] [ ]
o If your system has web spplication firewsll option, ensure that it is enabled
16: Insecure Cloud Interface o If your system has a locsl or cloud-based web spplication, ensure thst you change the default password to & strong one snd if possible change the default usemame as well
« Ifthe system has account lockout functionslity, ensure that it is ensbled

« Ifthe system has the option to require strong passwords, ensure that is enabled

1f the system has the option to require new passwords after 80 days for example, ensure that is enabled -
L} n L}
« Ifthe mobile application has the option to require a PIN or password, consider using it for extra security (on client and server)
= Ifthe mobile application has the option to use two factory authenticstion such as Apple's Touch ID, ensure itis enabled n
o becine Mobile Wilssfata « If the system has account lockout functionality, ensure that it is enabled

« If the system has the option to require strong passwords, ensure that is ensbled

« Ifthe system has the option to require new passwords sfter 80 days for example, ensure that is enabled

- - L} L}
Do not enter sensitive information into the mobile application that is not absolutely required. e.g. address, DOB, CC, etfc. 1 ™1 ™1 ]
 If your system has the option, enable any logging functionslity for security-relsted events
: e PR NGRS
18 N Security C . « If your system has the option, enable any slert and for y events
« If your system has security options for passwords, ensure they are enabled for strong passwords

 If your system has security options for encryption, ensure they are set for an accepted standard such as AES-256 n 1 n
« If your system has the option to verify updates, ensure it is enabled | ] n n
19: Insecure Software/Firmware « If your system has the option to download updates securely, ensure it is enabled
« If your system has the ability to schedule updstes on a regulsr cadence, consider ensbling it ] e n e I I I S e n e W O I S e ‘ O I I l I n a I O I l O O ‘ e I
= s  If your system has the ability to limit administrative capabilities possible by connecting locally, consider enabling that feature "
110: Poor Physical Security
L} t | | L] L] | n I L] L] I I
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« Disable any unused physical ports through the administrative interface
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