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1. Abstract - The Internet of Things (IoT) offers consumers 

the promise of future conveniences, and cost savings as 

their homes, appliances, entertainment systems and 

utilities become more interconnected. With specifications 

reviews and testing on a limited configuration this research 

focuses on what a consumer can do to ensure their smart 

home systems’ IoT security.2. Motivation – IoT So Much More to Come & Even If You Run, 
You Can’t Hide

3. Problem – How does a consumer ensure their smart home 

system’s IoT security?

4. Methodology – Research for best IoT security practices and 

identify and test how consumers can check, improve, and 

confirm their smart home system’s IoT security on a limited 

configuration.

5. The Open Web Applications Security Project (OWASP) Identifies 

the Top Ten IoT security obstacles and solutions which require a 

team effort from manufacturers, developers, testers, and consumers

From the OWASP identified 

consumer security actions:

1. Check specifications

2. Check configuration settings

3. Check logs and network with 

instrumentation

4. Increase security by 

mitigating risks

5. Confirm improved security

6. Check - of specifications, configuration settings, 

and measurements revealed:

7. Increase – Enabled security settings on all 

devices, isolated smart home devices on one Wifi

network from the PCs on the other, disabled the 

SSID, ensured camera not pointed at personal 

areas, ensured all passwords are robust and 

unique.

8.  Confirm – Ensured all passwords changed, SSID’s 

not broadcasting (Ukranian port scanning stopped), 

PCs and smart home devices on separate networks, 

checked router logs for unusual port activity 

1. Local smart home device network robust and secure

2. Wifi network segmentation & disabling SSID 

broadcast required (to stop Ukranian port scanning)

3. Default passwords

4. Remote access secured with TLSv1 protocol

9. Conclusion and Future Work - To check, increase, 

and confirm their smart home IoT security, the most 

important step consumers must take is to purchase 

devices that incorporate the best OWASP IoT Top Ten 

solutions by manufacturers, designers, and testers.  

The heterogeneity of the smart home/smart grid 

precludes a “one size fits all solution”.   In fact for 

some smart home devices a proprietary solution may 

be the best secure cost effective solutions if those 

devices are isolated via firewalled gateways from 

enterprise networks.  The combination of IoT cyber 

security standardization and proprietary solutions will 

make smart home/smart grid security a challenge and 

promising research field for years to come.  
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802.11 Wifi 2.4 & 5 GHz with Data Rates up to 300 Mbps & 1.5 Gbps respectively (rule of thumb 2.4 GHz range 
is between 150’ indoors to 300’ outdoors)

On 110 VAC with Data Rates - 131.65 KHz Data Rates -
Instantaneous: 13,165 bits/sec & Sustained: 2,880 bits/sec (range based on power lines max range 200’)

915 MHz  with Data Rates - Instantaneous: 13,165 bits/sec & Sustained: 2,880 bits/sec
(unobstructed line of site range 150’)


