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Motivation

Passwords are the most common means
of authenticating users

The number of passwords a user must
select and manage is increasing
Password policies are complex

Password Coping Mechanisms (PCM)

* Any password selection and management behavior used to cope with the
large number of passwords a user must remember for multiple accounts,
and the complexity of password policies

* Organized by the password coping mechanism taxonomy (below)

Password Coping Mechanism Taxonomy

Known ldentifier

Common Structure

Plaintext . ' I'mal and Error Reset ame Acc ross Acc . - . String Digits
AL > - )& N Common String Context Linking Common Pattern - -
Handwritten Digital Browser Dedicated Exact Variation Exact Variation Sequence Word Acronym Common Password Username everse oe

Not Changing Different Iterations Transformation Transformation

Capital Letter Digit

Research Questions Methodology

* Data Set:
* Originally created by Curnett (2015)
e Utilized Amazon Mechanical Turk
* Contains multiple iterations of passwords and demographic
information for 1032 users
A subset of PCMs from the taxonomy can be analyzed with a password
data set
A program analyzes the passwords from each user to determine if they
have used any PCMs

What percentage of users engage in
each password coping mechanism
subcategory shown in the taxonomy?
Completed, see table.

Which password coping mechanism
subcategories are frequently
combined by users to create hybrid
password coping mechanisms?
Which password coping mechanism
subcategories are most frequently

PCM True (%) False (%)

used by certain demographics? Not Changing 11.1 38.9
Different Iterations 21.8 78.2
Sequence 52.6 47.4
qu PCM Prevalence
Future Work Word 55.6  44.4
Common Password 13.1 86.9 Results for research
* Code refactoring and documentation - ' ' question 1
e Statistical analysis: Context Linking 2.0 98.0 Shows the percent of
* Differences between Non-Distinct 20.8 79.2 :Slféi;hat =hedse in
Bassv;/ordl policiels . Reverse 46.5 53.5 * only includes users
ser level granularity Capital Letter* 92.5 7.5 that have the
Hybrid PCMs character in their
Digit* 91.2 3.8
PCMs by demographic Igit ' ' password
Special Character* 80.7 19.3
Leet 5.4 94.6

Citation: Curnett, B. (2015). Password Strength Analysis: User Coping Mechanisms in Password Selection. Purdue University.
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INSURE (http://insurehub.org) is training students in information security research with problems provided
bythe National Security Agency, Sandia National Labs, Pacific Northwest National Labs, and the Indiana Officeof
Technology. Any opinions, findings, and conclusions or recommendations expressed in this material arethose of
the author(s) and do not necessarily reflect the views of the aforementioned.
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