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Background

Smart mobile devices have become very common but there are risks associated with using these devices. In the current Android app market, it
relies on the users to understand a list of permissions before downloading an app. Research has shown that the average user does not
understand or even read the risks associated with an app. The goal of our team was to provide recommendations for designing a risk display that
can be easily understood by most users and conveys necessary risk information. Referencing the diagram on the right, summary risk scores may
not provide enough detail about risk concerns, and the current usage of the detailed permissions can be enigmatic. A new design is needed -
one that can be easily understood by most users and conveys all necessary risk information.

Abstract

This study contributes to effective risk communication for mobile devices by evaluating an intermediate-level display containing three major
risk categories (personal privacy, device stability, and monetary loss). Participants performed an app-selection task, with risk scores for each
category provided. Increased risk score in each category led to lower app-selection percentage, and this effect was influenced by self-reported
risk concerns. The vertical and horizontal displays did not show differences in either task.
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Future Directions and Other Work

We also conducted an “app rating” experiment for which the results showed that graphical displays took less time and provided higher overall risk ratings than table
presentations. In addition, the Increased risk score in each category led to higher rated risks, and this effect was influenced by self-reported risk concerns.

 We currently are conducting a study on how “app selection” changes when categories are viewed from the perspective of safety rather than risk. Chen et al. (2015) found that
users understood and used the risk information better when it was presented in the form of a safety score compared to when it was presented in the form of a risk score.
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