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Collaborations are increasingly becoming complex Cloud storage-Need and Trend of today
« Collaborations across enterprise/national boundaries - . L o> « Companies don’t want to spend money and resource in

Google Driv .

Dropbox building and maintaining data storage. Cloud servers are an
£@a OneDrive ecor_lomlcal solut_lon |
« But is it safe to give your private data to cloud servers?
amazon °* Allthe communication and storage is in encrypted form.
webservices™
Looks safe

« Common collaborator among competing enterprises ::
» Collaborator is a future competitor

Are your collaborators trustworthy?

« Limitations of existing multi-party computations (MPC)
« Trusted Third Party = Prone to information leakage
* Fully Homomorphic Encryptio

"L Ex ensive (time and money)
« Secure Circuit Evaluation P y

« Value creation in Internet of Things (IoT) environment

Issues

. Real time data analysis A rogue employee Hacker somehow gets Cloud service
+ Limited power of sensors/actuators can learn the data the encryption key provider decides to
L - disclose your data to
« Might involve privacy (for e.g. cameras ) Update can be Deletion from the hird partill
How to achieve MPC swiftly, securely and economically? difficult if file i SloWe] I i [ el
encrypted hand

Secure Computation Additive splits (AS) Secure Storage

. . Database
Online Auctions rbesed} prOtOCVOI fram eW()rk  Data Is stored in split form in cloud servers
« Buyer does not want to reveal item quantities Zi Rkl IS et Al « Cloud server can’'t know the data
 Vendors do not want to reveal item prices 1 i P e Storage
among
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.. _ 3 Send to a semi- Cloud Server A
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« Payments « Payment i e
2 Isoecnatgs thsee(:(:\are: r]t?) éb Cloud Server A s Cloud Server B
Confidentiality Preservation — El S is search data
+  Buyer cannot learn winning item price 6 ﬁc;'éi?fgrat:fn “ihe X RBR on H( pasonord, &)
- Loosing bids are never revealed to anyone received shares aop (CD) &b use:
« Cloud servers learn nothing
Advantages Future Work Advantages
? ) + Purpose control . AppllcathnSAI orithm protection g b
) —->Misuse of data Is prevented . Er?gineerinpg design _
, « Rating schemes in sharing ISsues Benefits
* No need of Trusted Third Party economy platforms . )
~Less expensive * Additional security features Cloud Server are
* Integrity verification Unaware of each other

 Less prone to hacking « Attack models
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