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PROBLEM

SOLUTION

/etc/master.passwd 
root:$1$hnHUw50a$tPdv5HZRsDP46FtsW8eXD …

root: RootPwrd1

/etc/master.passwd 

 root:$1$8rki9CdA$d50HMxCeEP5sWseX14fYz … root: s1mplePass 

If an attacker gets ahold of master.passwd 

Reveals ersatzpassword instead of true user passwordNo noticeable difference in password hash file

2. Generate new salt and hash 
root: 8rki9CdA  d50HMxCeEP5sWseX14fYz

> cat /etc/master.passwd  
root:$1$hnHUw50a$tPdv5HZRsDP46FtsW8eXD … 

… 

> ./init_ersatz /etc/master.passwd 

> cat /etc/master.passwd 

root:$1$8rki9CdA$d50HMxCeEP5sWseX14fYz …

Username Salt Password Hash

Hardware  

Security Module

1. Generate ersatzpassword 
root:s1mplePass 

Ersatz Salt Ersatzpassword Hash
3. Write /etc/master.passwd
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RESULTS

Library Language LOC
pam_unix, LDAP C 255

Pythia PRF Python 103

Integration Filename Original ErsatzPassword Difference
pam_unix pam_unix.c 338 LOC 393 LOC 55 LOC

LDAP passwd.c 893 LOC 926 LOC 33 LOC

Pythia PRF safeid.py 61 LOC 124 LOC 64 LOC
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