CERIAS

The Center for Education and Research in Information Assurance and Securi

ErsatzPasswords - Ending Password Cracking

Christopher N. Gutierrez, Mohammed H. Almeshekah, Eugene H. Spafford,
Mikhalil J. Atallah, and Jeff Avery

PROBLEM
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Username Salt Password Hash SOLUT'ON
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Ersatz Salt Ersatzpassword Hash Security Module
If an attacker gets ahold of master.passwd

No noticeable difference in password hash file Reveals ersatzpassword instead of true user password
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