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Ripple Privacy Issues: Inter-log Linkability
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This is only the tip of the iceberg! More privacy issues in Ripple [1]

Compatible Solution: Mixing Several Transactions
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Accountable Anonymous Broadcast [3] PathShuffle: Private transactions in Ripple
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Step 3: Recover A’, B’, C’ from power sums [3]

Shared Wallet:

- Alice, Bob and Carol must agree to perform a transaction

A+B +C=s1 az=-s1 ,
5 Cf(X) =x3+a2x2+ a1 X+ ao

A2+ B2+ C2=5; 'az+«S1+2+a1=-S2 E 100% Compatible with Ripple. Tested in real network!
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| | Security and Privacy Properties

Evaluation - Nobody can steal coins (Verifiability)
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