
Enabling Privacy in IOU Settlement Networks
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- I Owe You (IOU) settlement network
- Inter-currency transactions 
- Geographically-independent low fees  

and fast transactions
- Verifiability is enforced through  
   a publicly available log

Input Output 
Alice: 
6 BTC

Bob: 
6 BTC

Alice

Sender Bob
Receiver Alice

Value 1 BTC IOU
Path Bob —> Alice

Bob

Privacy Issues: Inter-log Linkability
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Idea: Perform several transactions simultaneously enables 
privacy-preserving transactions

- Nobody can steal coins (Verifiability)

- Disruptive participants can be accurately identified (Accountability)

- Sender and receiver address cannot be linked together (Unlinkability)

K(AC)K(AB)
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Step 2: Announcement

B’+r4; B’2+r5; B’3+r6;

C’+r7; C’2+r8; C’3+r9;

Step 3: Recover A’, B’, C’ from power sums [3]

A’ + B’ + C’ = s1

A’2 + B’2 + C’2 = s2

A’3 + B’3 + C’3 = s3
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This is only the tip of the iceberg! More privacy issues in Ripple [1] 

Step 1: Key Agreement

Local: Users in a  LAN
Global: Users in Internet
Setup: Connect to each other

Constant number of rounds 
independently of the number of 

participants in the mixing
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PathShuffle: Private transactions in Ripple
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Ripple only allows single 
sender/receiver per 
transaction

Who are the receivers?
Who pays first?

Security and Privacy Properties

A/B/C
Shared Wallet:
 - Alice, Bob and Carol must agree to perform a transaction

100% Compatible with Ripple. Tested in real network!

a2 = -s1

a2 * s1+ 2 * a1 = -s2

a2 * s2 + a1 * s1 + 3 a0= -s3

f(x) = x3 + a2 x2 + a1 x + a0

With roots A’, B’, C’

Evaluation
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Compatible Solution: Mixing Several Transactions

Accountable Anonymous Broadcast [3]
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Service Provider

Clients

Strong Privacy Solution: PrivPay [2]

. . .

Transaction

Credit Network Landmark Universe

Universe Creator

- Sender privacy
- Receiver privacy
- Value privacy

Architecture is not fully 
compatible with current 
Ripple network

10 / 0
A’+r1; A’2+r2; A’3+r3;


