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Problem Statement Specific Goals
» Misuse-based detection systems rely on attack signatures * Define process to automatically generate detection signatures
* In practice, signature creation and maintenance is a manual process * Create generalized signatures, matching for attacks and its variations
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Emerging Threats

ModSecurity 96.07 0.0515

O Generate 9 generalized
signatures for each bi-cluster

pSiGene (9 rules) 86.53 0.037
pSiGene (7 rules) 82.72 0.016
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OngOing Work o PhiShing Cluster Example 1: Includes features

* Apply pSigene to phishing attacks such as “process”, “inconvenience”,
. . . “apologize”, “click”, “security”, etc.
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targeted towards universities
Preliminary Work
e ~70k phishing samples from ITaP
e ~120 features
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* Banks/financial institutions still primary target | “uch a5 “rebly’. “olease”. “money”.

* |mages as links do not appear as prevalent technique subject line contains “order”, etc.
 Urgency seen when phishing for account credentials,
not credit card information




