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RESEARCH QUESTION

A great source of “Big Data” is the logs and alerts generated within an enterprise and kept for compliance or
Incident response reasons. How can security-relevant events best be displayed and visualized to highlight
abnormalities and help analysts focus their time and efforts on those events most critical to the enterprise?
The development of cyber network operations
centers (NOC) has created new needs to RESEARCH SIGNIFICANCE
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Eight experts were individually interviewed during The RSA Conference (San Francisco, Feb
2014). The interviews helped determine the types of information NOC analysts need to fulfill
their job requirements, the events that generate this information, the external manifestations
that affect the work environment, what information analysts wish to have to minimize the
effect of such interruptions, how work is divided among the analysts (e.g., physical

! PRELIMENARY RESULTS

| 5 1 CTwternet S~
The figure on the right shows a map of a bank - ‘%/9/\ A ﬂw’;&"\
network. It was drawn by one of the interviewees — YA Can ‘a )
while discussing the elements of the network that @l Tt i /N“/"Zufv —— Dt foadnc
' ' ' A (Daian ) Ped 7 [New e
should be monitored by analysts working in a S~ =~ ] =
bank’s NOC. The interviewee worked in the field of e //
security for 32 years. During the interview, she UebSatg. ) \X/ \/\w&'f@“(ﬁ’
Global Network Operations Center — Indiana University . . . .. , i / C
emphasized the importance of visualizing the whole AN v 7 N/
METHODS network as well as finer details, how analysts ©“ ~ Brauck {:@5%{? 5 (@ﬁiﬁi\&\
. . . . . . should understand where the critical activities bufer (SE ) Chossyelie) a
1. Conduct individual interviews with experts in the field and -, . - Cwtth L7327 i Cnie
. . happen within the network, and the wide variation .~/ N\ i (Llny
NOC analysts at different operation levels f ‘ bilit f vsts with dif t o AT Uk
2. Conduct Goal Directed Task Analysis to determine the Of WOrK TeSpOnSIITIEs -0t analysts With - difieren S =2 1
levels of expertise. -

Situation Awareness (SA) Requirements for the analysts.
a. Construction of goal hierarchies drafts
b. Refine drafts, evaluate and make corrections/
additions by analysts
c. Analysis of hierarchies to identify information
requirements
3. Develop prototypes of suggested designs and

modifications to the displays
4. Test and improve the proposed prototypes and measure 2. Knowledge Sharing Integration and sharing of expertise across operation levels.

the analysts’ SA and evaluate potential improvements Enabling senior analysts of documenting and standardizing
work procedures for junior analysts
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INTENDED OUTCOMES

1. Efficient Use of Visual Minimizing information redundancy, categorizing information
Displays (potential threats, status updates, etc.) to be displayed on
large wall screens or small desk screens
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